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Redash j5imX AT Flask 1222, Flask 22— AR Python F &/ Web
HEZR, ET Werkzeug WSGI T 240 Jinja2 k514, Flask L ik #r A
“microframework”, B A EFAELENZ L, H extension BANEMmINEE, Flask
RAERINMERNEIEE. BRRIETR. AT, Flask (REE 7 H G M, oTIX
i Flask-extension JIAXLTEE: ORM, BARIET R, X EE. ST

XEMEIEEAR.

WSGI:

2

BRroWSER

42FR Python Web Server Gateway Interface, 5% 7 web fR5-82F1 Python
web 7 5 web HEZR 2 [B)f9Fr AR O, MRS web I FATE— R 5! web fR55588]
PFEE M, MIAENBRNTIUEL:

WSGI 2 —E# AfEmUAse, BfF (1EA) Xiad Web N ARG =541
Python Web ¥ AifgfF= i8], BMZHIERAE, WRIEARRE Web BR55=5 0] IXF1

A [EH Python B F2 [ BBIE.

Postgresql:

PostgreSQL 2 —fHF M EFF &N ERRHNNR-XABEEEFEEER
g5, RAMMKFZITEN R LR POSTGRES AEFMN R X R B EIEEETE
%4, POSTGRES M Z ML MS R 2 LLRIR A& A I 7 7 M W s £ diE

FErp . PostgreSQL #F AR AY SQL #n/EF IR T REHMIMARE, ME
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FEW. MR AR B ES TR ZIRAH L EFISE. [, PostgreSQL
W] AT ZTEY R, BB B EdEkal. R BIEF. BRI
ZEs|77E. ERIBEES. A%, RAFTIENRAE, AT UMETENR
/LA, B & PostgreSQL.
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Nginx 2 —SRE B R Web RS a8/ R NER S = X8 7B #
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FREESSR, FLE nginx MFFARENAERIEE MM IR SR TR, FAE
MiREM. FENRES. THEREXHIRRGRIRAEFEME S, 5 E KM
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F£"Z. Ubuntu A3 EEE

Redash X AL E TR LLRED, FEEFE—EM linux ERFIR, *
ZEATRASIATHALANEMKE, BNATRELETELLDEMRSR,
MME—RLHEL Y], EAFY Ubuntu20.04 F3RIAEE, o] AFF4E XA
J7R % % Redash 3R,

AgiRidiERE T Ubuntu20.04 N & Python3.8 1, MARRE T ZHRA
Python, —¥REETREFE FNEURMBENHF, ERED, BAUABRWEZIR
A% Python I/ T % %% Redash 30k

FHEh: Ubuntu20.04 £ 5, H&IFAEIRE root 5. sudo passwd root
—EEBF AR =T sudo apt-get update && sudo apt-get upgrade #0
LET A A0 root ZHE 4 su- SR Jg usermod -g root 4 BJ ubuntu H A&,

Ubuntu20.04 A& Python3.8.2,

1. ZEriHErEE

1) . &3 git: sudo apt install git

A

2) . &% Python3 AY Pip: iXZ python EARBEEE T HEETE python AY—

okk

Ror, TR TELE python BB X4+

sudo apt install python3-pip
3) . &% nodejs M npm: nodejs & js XHFHI—Fz1TEAEE, npm & nodejs A9
BEHERE.

sudo apt install nodejs npm



4) | B npm BRE:

sudo npm config set registry https://registry.npm.taobao.org

I5IF:sudo npm config get registry

5) . % nodejs FRAEIERS 13T nodejs BURRA )T (B /E L2 EH#T
sudo npm install n -g

6) . FZk nodejs BHThRA:
sudo n stable

7) . &% Redis: 4b3E redash R hREZEFIH BT IA K ALIE L A1 T

sudo apt install redis-server

2. Postgresql9. 6 &AL H :

Redash f# FH} postgresql 1 NE )45 L2 A7 E B 1817 B S MG 5L
W o
1) . ZEEME: sudo apt install wget ca-certificates

2) . nEUE:

sudo sh -c 'echo "deb http://apt.postgresgl.org/pub/repos/apt $(Isb_release
-cs)-pgdg main" > /etc/apt/sources.list.d/pgdg.list’

3) « THIEH:

wget --quiet -O - https://www.postgresql.org/media/keys/ACCC4CF8.asc | sudo
apt-key add -

4) . RUFTE: sudo apt-get update

5) . &%t Postgre9.6:


https://registry.npm.taobao.org

sudo apt install postgresql-9.6 postgresqgl-contrib-9.6 postgresql-client-9.6
libpg-dev pgadmin4 -y

6) . &3k Postgresqgl: sudo -u postgres psql

7) . 7 postgresql w17 alter user postgres with password ‘##5 " create role
L HI ubuntu AP Z;alter role HET ubuntu B/ login; GE& postgresql 5515
AP SER)

8) . IBH postgresql Z&im: \q
3. REMHIEEN

1) . TERAEL: git clone https://github.com/dazdata/redash.git

2)  HEAIEE X cdredash

3) . &E npm KFIE: npm install

4) . BIERFTE: npm run build

5) . BLE pip EAE: sudo cp pip.conf /etc/pip.conf

6) . &% Python FEFLEREE: sudo pip3 install virtualenv

7) . €IE Python FEEFUEREE: virtualenv -p python3 venv

8) . BUE Python FEFLEREE: source venv/bin/activate

9) . &% pip B pip3install -r requirements.txt -r requirements_dev.txt
10) . Python3.8 22 pip €. pip3 install importlib_resources==1.5
11)  BEFEXFF Oracle HIER, %= Oracle & Fimiefr, /EAT

pip install -r requirements_oracle_ds.txt (i AN AL E)



12) . AR BEXFF mysql, BB —DHNBSTL, M7

sudo apt install default-libmysglclient-dev (izt FA I A& %)

BEZ ST T&imn T

pip install mysqlclient (iX &I A2 %)

14) . BEEBEHTEIEE pip install -r requirements_all_ds.txt (it FAR I AL %)
15) . ¥MLEUEERZ: /manage.py database create_tables

16) . BHREIIENE, ZIE5ER: deactivate

4. BIFEE

1) . Bk

DRFTIF=D%as, #BINTT cd redash HABRKEDFMIT T =S —!

source venv/bin/activate
./manage.py runserver --debugger --reload
A0

source venv/bin/activate

/manage.py rq worker
gl

source venv/bin/activate

/manage.py rqg scheduler

2) \ BREmBHMEBT—IRS. EFRIFILERS, BEEZCuI+CHE, T

deactivate IR python EHIIFIE,

HANEES: http://localhost:5000

5. Redash HEZE

Redash ixitIFE RJA, WEIMEHTUBIREH#TEN, RERZBI

redash.settings BREBEL &1EEAY, T IUFE/opt/redash/current/.env X+ #4718


http://localhost:5000

B, LAt T/ etc/profile 3~/ bashrc R GRS A A RAREEMHFE

E. K4 Redash BT E/EH,

6. LRI AHE

Redash BlimFF X E EE 4 React, REARKZFIFin ajax RS IEREEEFER, &L

TEEN~/cient/dist/ X £ 2T IUE HIZIHEHEEETH. Redash [Fisk python IRIE

RIEGITUESIZT, E=TEREETRENRE.

$F=%F_ Centos AHbZ=E

1. Centos7 A& Hh B &

1). B yum ERE

(DFNREX B F T

cd /etc/yum.repos.d/

()& B RARA yum {4

sudo mv /etc/yum.repos.d/CentOS-Base.repo /etc/yum.repos.d/CentOS-Base.repo.backup
(3) TEBTE yum JESCHE ABIAR S

sudo wget -0 /etc/yum.repos.d/CentOS-Base.repo
http://mirrors.aliyun.com/repo/Centos-7.repo

4)BRRERE:

sudo yum clean all

CBRIEFUETEEFFREER

sudo yum makecache

GV EHMRZE:

sudo yum update -y

O =HKEHE:

sudo yum -y install gcc gcc-c++ kernel-devel make zlib zlib-devel libffi-devel openss|-devel

git python3-devel postgresql-devel*

(7)#EN root A~ TMEBH BT A AR HNE] root 44
su -

sudo usermod -g root ¥ FJ centos AR &


http://mirrors.aliyun.com/repo/Centos-7

2). &% PostgreSql9.6

(1) %% postgresql J&:
sudo yum install -y
https://download.postgresql.org/pub/repos/yum/9.6/redhat/rhel-7-x86_64/pgdg-redhat-re
po-42.0-11.noarch.rpm
(2)& % postgresql6 & P i
sudo yum install -y postgresql96
(3)%2 % postgresql6 fREif:
sudo yum install -y postgresql96-server
(4)Faa 1k
sudo /usr/pgsql-9.6/bin/postgresql96-setup initdb
GHREFIA BE:
sudo systemctl enable postgresql-9.6
(6) B5f postgresql9.6 AR
sudo systemctl start postgresql-9.6
()N postgresql FEEE B A A & &R
1.sudo -u postgres psql
2.alter user postgres with password 'L AME S 2 [ 285
3.create role H{J centos A H;
4 alter role % FJ centos A% login;
5\q

3). &% Redis

1) T % fedora B9 epel % :sudo yum install epel-release -y
2)%& %5 sudo yum install redis

3) 2=/ redis:sudo systemctl start redis

4)1% B FF#l B JB:sudo systemctl enable redis.service

—~ N~

4). &% Nodejs

sudo yum install nodejs -y

sudo npm config set registry https://registry.npm.tacbao.org
sudo npm install n -g

sudo n stable

5). &% python3

(1)sudo yum -y groupinstall "Development tools”

(2)sudo yum -y install zlib-devel bzip2-devel openssl-devel ncurses-devel sqlite-devel
readline-devel tk-devel gdbm-devel db4-devel libpcap-devel xz-devel python3-devel
(3)sudo wget https://www.python.org/ftp/python/3.6.2/Python-3.6.2.tar.xz

(4)sudo mkdir /usr/local/python3



(5)tar -xvJf Python-3.6.2.tar.xz

(6)cd Python-3.6.2

(7)./configure --prefix=/usr/local/python3

(8)sudo make && sudo make install

(11)R IR

sudo vi /etc/proﬂle

# B TERRREXGN&ERTE

PATH=$PATH:/usr/local/python3/bin
HENNNHFTER TS

source /etc/profile

# RIEEERT AL

echo $PATH

6). &% Redash JE#5

1. THMA:
git clone https://github.com/dazdata/redash.git
cd redash
E#E A E:npm config set registry https://registry.npm.taobao.org
EE Y HE:npm config get registry
2. BImREMRBE: npm install
3. Blim¥TE: npm run build
4. B2E pip EAIE: sudo cp pip.conf /etc/pip.conf
5. &% Python EFAEREE: sudo pip3 install virtualenv
6. €& Python FEHLIFEE: virtualenv venv
7. BE Python EHARREE: source venv/bin/activate
8. & Pip &:
sudo pip3 install --upgrade pip
pip3 install psycopg?2-binary
pip3 install -r requirements.txt -r requirements_dev.txt -r requirements_bundles.txt

9. MR EIEERLH: /manage.py database create_tables
10, RH IR, RIESTH: deactivate
11. DRFTH=N%is, #4117 cd redash HFABEKER IR T T =452 —:

source venv/bin/activate

./manage.py runserver --debugger --reload

#

source venv/bin/activate

/manage.py rq worker

#

source venv/bin/activate

/manage.py rg scheduler



2. Centos8 AsHL#E &

Centos8 WE R Python 4 3.6.8 kRA, IXTETEMNE Python3.6.8 Bl L ay% %
S, ATLREZRA Python REBAGEEERE NEURIBENRE, LR
R, NI L ARA Python 3R T2 % Redash HSCHR

1. ¥aHRRER K

FT Centos f&£ A yum T#R FEE AL ERIE:

1), HNEE yum JEBXT: cd /etc/yum.repos.d/

2). THBENTEHXHTE wget: sudo yum install wget

3) . ¥ yum EXHEHD—T: sudo mv /etc/yum.repos.d/CentOS-Base.repo

/etc/yum.repos.d/CentOS-Base.repo.backup

4) . THPTE yum JE: sudo wget -O /etc/yum.repos.d/CentOS-Base.repo

http://mirrors.aliyun.com/repo/Centos-8.repo

5) . HIBEZE: sudo yum clean all

6) . BIYZFEMNEAEZETEZER: sudo yum makecache

7) . E#FERSE: sudo yum update -y

8) . REEHE:

sudo yum -y install gcc gcc-c++ kernel-devel make zlib zlib-devel libffi-devel
openssl-devel python3-devel git

9) . %% dnfisudo yum install dnf -y

10) . #A root P T H AT A P ARINE root 4:

su -

usermod -g root ¥ {J centos i 4


http://mirrors.aliyun.com/repo/Centos-7.repo

2). Postgresql9.6 &3

%% PostgreSql9.6 WG IR E AN R GRS B 35 31
sudo dnf install @postgresql:9.6

sudo dnf install postgresqgl-contrib

sudo yum install postgresql-devel

sudo postgresqgl-setup initdb

sudo systemctl enable --now postgresq|

Bk Postgresgl: sudo -u postgres psql

B2 postges ZfiY:  alter user postgres with password "“Z63"
Bl M create role 4Rl centos H J7 4:

I T & KB : alter role 24 HT centos /7 4 login;

3). Redis &3
sudo yum install redis
sudo systemctl start redis

sudo systemctl enable redis.service

4). L3 nodejs
sudo yum install nodejs

sudo npm config set registry http://registry.npm.tacbao.org/

sudo npm config get registry

sudo npm install n -g


http://registry.npm.taobao.org/

sudo /usr/local/bin/n stable
5) LFIFERLFIGEN
1. F#EACHE:

git clone https://github.com/dazdata/redash.git && cd redash

2. i AR npm install
3. HI¥HFIE: npm run build
4. Hic'E pip EWJE: sudo cp pip.conf /etc/pip.conf
5. %% Python BEIIIAEE: sudo pip3 install virtualenv
6. % Python EMIAEL: virtualenv venv
7. W& Python REFIIAEG: source venv/bin/activate
8. &% Pip f:
pip3 install -r requirements.txt -r requirements_dev.txt -r
requirements_bundles.txt
9. WAL EE FER L5 M) /manage.py database create_tables

10, BHEMIIAEE, 223558 deactivate

6). BEIEF
T =K, #SBHAT od redash #E H )5 73 BHAT FFI = e 2 —
source venv/bin/activate

/manage.py runserver --debugger --reload

il

source venv/bin/activate

/manage.py rq worker


https://github.com/dazdata/redash.git

il

source venv/bin/activate

/manage.py rg scheduler

FTIFME 28, #yAHE: http://localhost:5000

#ME=. Docker Zp=E

AHLE Linux AR 223615, Docker 223677 N H NI, Docker HIAAL
R FES HB33REL Redis. postgres. Python3. 7 514, #Ji& Redash & )G
£ server. worker. schedule 1% . ¥ npm A 2235 A R v oA RS 1469
st B 7 IR server A, B TAEFREN T —XRPUT; Ao
FIRAIEE R FE R S TR EN T— IR PUT. XLEGEHATEE, B3) Docker
BAR T AV 1 o BT 238 R TR B o) (B AR 55 3%, AOME— IR 3E /T, 75
BERE ALK

1. ZEriE#ERE

1), S APT [H Py J5:
sudo sed —i s@/archive. ubuntu. com/@/mirrors. aliyun. com/@g
/etc/apt/sources. list

2). BEImR:

sudo apt update && sudo apt upgrade -y
3). %k Docker #1 Docker-Compose:

sudo apt install docker docker—compose -y
4), EH#r Docker ERE:

sudo nano /etc/docker/daemon. json
LD
{

"registry-mirrors”: [“https://m3dz4myl.mirror.aliyuncs. com”]

}
5). EJ2 Docker iR%:

sudo systemctl restart docker
6). %% Nodejs 1 npm:

sudo apt install nodejs npm -y


http://localhost:5000

7). B npm ERIE:
sudo npm config set registry https://registry. npm. taobao. org
8). FHZkE# Nodejs iR :

sudo npm install n —g
sudo npm install —g npm
sudo npm cache clean —f
sudo n stable

2. TEIFEVIIEL:

TEERS:

https://github. com/dazdata/redash. git

cd redash

S npm AR EL 22 5¢ (B 15 7T LLZEE , A RES TR EE R 2 LiK)
npm install

HIEEARER

npm run build

WG e R 4544«

sudo docker—compose run ——rm server create db

3. Ja3l Docker BB ZEWMIT:

sudo docker—compose up

4. ARG TE

JE & Docker 2528

sudo docker—compose start

F35 1E Docker 5485 :

sudo docker—compose stop

HEN DN TS«

http://localhost:5000

KIS«

WL (PRI E Redash H13CRR)

Ja SR -

B ESHAT cd redash J5, FH4T sudo docker—compose start PAJE 3N
docker %8



https://github.com/dazdata/redash.git

FHE. FHEFRER

Redash A B 82225 R T35 — 35038 = B M B ity 13847, B 4O
FEEAT (1S40 3 T 0 2 0 W R 25 R P AR 25 8 . AR5 A+ 24T Python Al
Flask Wi H A =30 55, & WA uwsgi N ARS8+ Supervisor SEFEsF 52 A
nginx JFRERAES R, LARA SRHER 3K I T Meter, #HK5. &
LR N,

1. uwsgi MRS %S
1) . BE

sudo pip3 install uwsgi

2) [ kBB

uwsgl PAT—MAE PRI X AT E, (HEmIT i Ref EHidiR 2
ZH, IR SCAFRC B 2 Bl ik, SO SR R 2 AP Eban ini s xml
yaml 28, ZEFHE VUL R L] 5 key-value JER, ini 51, FEHLH—A
e AR uwsgi ini o B SL.

[uwsgi ]

http=:5000
chdir=/home/ 47 centos /' 4 /redash/
wsgi—file=redash/wsgi. py

callable=app

master=true
virtualenv=/home/ 4 centos [ /' 4 /redash/venv/
pythonpath=/home/ 4R centos H J* 44 /redash/
processes=1

threads=2

#AT: uwsgi ——ini uwsgi. ini
SR -

o socket: socket 3f#, tho]|NEMilt+imA;
e master: REBENFHEREEELMHTRE,
e chdir: MEMIRE X,

e module: wsgi XHENTEERRE,;

e home: EMIAERXR,

e workers: FEH#HESHE,



o reload-mercy: REBAFBHNER (HFERINBERLERFIER) —NILET
HEF, FEXNMTEERARKIHE;

e vacuum: BREE R EMIBRIT N B socket F1 pid XA,

e max_requests: ENTEHRRBHIIER LR,

o limit_as: BREIEA uwsgi #HiE G AR RN FEE

o Dbuffer size: 1&EBAT uwsgi BETBHRNIBEFX KN,

e pid_file: #§7%E pid 3X14;

e harakiri: IEKAVERTAY[E];

e daemonize: HEEFEEWNT FREEHEIHEERR, MR uwsgi #HEM supervisor
B, THIRBIZSE

3) . uWSGI =FhEBiR AR
B
socket=127.0.0.1:8888

http-socket=127.0.0.1:8888
http=0.0.0.0:8888

B e http nginx socket uwsgi
O — (workers)
P
b Weblli% %
Web W FHF J7
socket /7 ¥ Wiflask

Nginx 5 uWSGI z 8] F socket i@ifl, ILZEKEBS web fREa% (40 nginx) X #F uwsgi,
XEX=MAAESUHN—MER, socket BERESLL http 1R,

B2 http nginx http uwsgi
(workers)
i, Weblli% 2
5 WebW H
http-socket J7 14 ¢ ﬁ%iiﬂ?

Nginx 5 uWSGI = jg] A http-socket @ifl, X i&E AT web fRES88A 35 uwsgi i,



| HitpikRE
1 . http o }
) e http nginx e socket

e Py (workers)
o WeblJi % 3
uwsgi
. Web iz [T R
http /7 2 nflask

htt
I g J{ Httpih 2

bl s nginx socket
P (workers)
client Web/lk % 4% '
uwsgi
. Web/w I F45
httpﬁﬁ flask

JEHPRAN N http H3 B HEER T AN socket LA http—socket J7
X, EAMEH http HRRSFINZA— http R, WRIEENT nginx ¥k,
DR SR A A EL BRI

2. Supervisor HJ{¥H

Supervisor &H Python F &K FI—&EHMWHEE BT, e —AFimn
TR NG 6 daemon, FFUMEIEHARRE, RWERKNEHIIER. B2
It fork/exec I AU IX Lol 5 2 (13 FE 24 4E supervisor BT 2K G 30,
X HEAE supervisor MR E SO, BB R T HAT SRS
R . WS Y TR R B i, AQHERE AT DLER R T AR LS B
1, ALUERSRE TS H OJEshFiRE,

1) . supervisor &3
BoELF yum Y5 )5, AILLE#EZSE, Centos:
sudo pip3 install supervisor

Debian/Ubuntu Al apt %23 :apt—-get install supervisor

2) . Supervisor & B BRIAEC B 344+

HANLEBF: cd ~/redash

echo supervisord conf > supervisord. conf

SRIG I INXT Redash 1 )5 BhHd &

Hi—: {F supervisord. conf 0 include ¥

[include]

files = conf. d/*. conf

BI%E conf. d H%, H N E A redash. conf, 1= program 7



[program:redash]
command = uwsgi uwsgi. ini

[program:worker]
directory=/root/dazdata/
command=venv/bin/python3 . /manage. py rq worker

[program: scheduler]
directory=/root/dazdata/
command=venv/bin/python3 . /manage. py rq scheduler

. 1F supervisord. conf &5 BHEEHE NP E =" program 77

3) . Supervisor BERNEILLFIEFTBRS

Ja3ll: supervisord —c¢ supervisord. conf

T : supervisorctl status

f%1k: supervisorctl stop all

BEIHLES: systemct]l is—enabled supervisord
EHIFHLE S : systemctl disable supervisord

4) . Supervisor EIBEH

ti i 2 web A BERE, WL [inet http server] VR

[inet http server]

port=127.0.0.1:9001 ;1P #%ZFEMHE

username=user

password=123

XA WS 3 1145 27 38 1% CPU AN A7 G R el =, SELEE RIE, A=A 5R
fEH

5) . supervisor ¥l Bz B3N

1 H%/usr/1lib/systemd/system/ #r @ 4 supervisord. service, JFER AL B
ERS

[Unit]

Description=Process Monitoring and Control Daemon

After=rc-local.service nss-user-lookup.target

[Service]

Type=forking

ExecStart=/usr/bin/supervisord -c /usr/supervisor/supervisord.conf : 74l 2B 1T
ExecStop=/usr/bin/supervisord shutdown

ExecReload=/usr/bin/supervisord reload



killMode=process
Restart=on-failure
RestartSec=42s

[Install]
WantedBy=multi-user.target

3. Nginx ZZEfFH

Nginx (engine x) & — & A HTTP # & 5 K IE web RS =7, B thigM4T
IMAP/POP3/SMTP fR%5.

(1).%2% nginx Fr & H9EREE

sudo yum install gcc-c++ pcre pcre-devel zlib zlib-devel openssl openssl-devel -y

(2). B ™M T # nginx fyZ2 3 B b 3iE:https://nginx.org/en/download.html
1.6/ wget a7 < T &L

sudo wget -c https://nginx.org/download/nginx-1.19.2.tar.gz

2 fEEFFEHEN nginx BE T

tar -zxvf nginx-1.19.2.tar.gz

sudo mv nginx-1.19.2 nginx

cd nginx
.ECE(FEABIARERIT)
Jconfigure

4 RELE

sudo make && sudo make install
S.EHREIEIT

whereis nginx

(3) ECE nginx (NEREEE, Ba). F1. FHLEE nginx
1 REXRETE:
(1) 9w%5/ete/profile A4
vim /etc/profile
(2) fERJE—1T I E I H wq TR 1F.
PATH=$PATH: /usr/local/nginx/sbin
export PATH
(3) ikAECE AR
source /etc/profile
2.2F): /nginx
3.4%1k: ./nginx -s stop
EHRERGRE: /nginx -s quit
5. FHINEEE ./nginx -s reload


https://baike.baidu.com/item/HTTP
https://baike.baidu.com/item/%E5%8F%8D%E5%90%91%E4%BB%A3%E7%90%86/7793488

2). 422 nginx BCE X+
1. &3¢ nginx.conf 3C{4:
vim /ustr/local/nginx/conf/nginx.conf
2. ABEWT:

server {

listen 80 default_server;
server_name localhost;

location /static/~(.*)(\.jpg|\.png|\.gif|\.jepg|\.css|\.js) {
alias /root/redash/client/dist/;

}
location / {
root  html,
proxy_pass http://127.0.0.1:5000;
index index.html index.htm;
}
}
REFEREH
3). ash:
./nginx

HEK IS 285 N\ http://127.0.0.1:80 BEGS IE & 150 B) A L 5T,
WBRBELAEA FIRE T ngink [ ssl MY B E IR L3 ss| F1 http2 FiELR

4. Postgresql HJ&MmIKE
1) . &H:

BN postgresql HF
cd /etc/postgresql/9.6/main
PITEMD RS,
pg_dump -h 127.0.0.1 -U dbUserName dbName > /home/io/databasename.bak
R
127.0.0.1 4 BIRFEETFETTEAN ip (D FURIEEIR ESMNARA [BIAXER)
dbUserName HEEMVEEENRFE;
dbName 2B E&MAEIEES; /home/io/databasename.bak 28 a4 A A X HIES 1R
MXHBRETBEX);, TR ZF TJIE/home/io/B{ 2 TEE R G4 .bak X1

2) . XJR:

ERR, BAFTEE—MEENRF, RIFETE, aNSES.
HA postgresql HR
cd /etc/postgresql/9.5/main



PUTERE S
psql -h 127.0.0.1 newdbUserName -d newdbName < /home/io/ databasename.bak

fit B«

127.00.1 BEIBEM ip

newdbUserName & t—SCIEKIEIRZER P name
newdbName & _E—F QI AR E B FR

/home/io/ databasename.bak & BI&44 m a9 1.

5. jMeter 4Bl

1). BEEELREA

MR, REARMRENAAIRLSH: LR, EAIREL Freinda
&, XHEIANCE I AP ECH 10, RFEERE]N 60s

7w WA e
P | gz
o /7 HTTPIER | et e
e BEEEN |
0 o R | TSR EENRNE
& R (== ® g5k (O StartNext Thread Loop () {21E8E#R (O {21E0WT (O Stop Test Now
| iR
| |erean [10

| | Ramp-Up Period (in seconds): 1

| i v AoR
[] Delay Thread creation until needed

s

| mEEme

| gmia ) [

| masmR G |

|| | pashudtial 201710027 11:39:59

| |gkndial 20171027 11:39:550




2) < AT

sl g /N SRR B AT R St It m AR S e NI LTS B
T 2

& baidu_demojmx (D\baidu_demo.jmx) - Apache JMeter (3.3 r1808647) - O X
3 4GSR Search JET AR Ry

Lealdlw X[Tlal|+[-]<|Ie® o [%]| . QoY [E B = oa o
7w Wit = x
3 ‘,{;z;ﬁzﬁ BaElRE JBzh ERER
o HITERRR £Hi: [BaRs ‘
< mEERA e
A RPERREE Bats
| REIRE RiagEE A — 3
& i b4 ‘ ”T‘ Log/Display Only: [ |{RAEE4R [ | Successes
Label [#Samples Average | Median | 20%Line| 95%Line[99%Line| Min | Max | Error% |Through..|Received.. Sent KB
Er ol 9l 9l 7 9| 09223372, 922337. _ 0.00% Onour, 000, 0.0

3) < AFTEIRE
U REMNRAPAT SE T, FTIF IR GG /T LU 21

& baidu_demo.jmx (DA\baidu_demo.jmsx) - Apache JMeter (3.3 r1808647) = m| x [
MiF H4E  Search jz{T AR AEh

[ (o]l o] (8] oA o g

P TRHR

;Z Fa=
¥ O | RERE
o 7 HTTPiER fg i [Eams \
~ HEEERN i $9E:
- FﬁF‘:E){E’JzE i ==
% B o HRIHRE A3
M IfeE i sriEE ‘ | | HE | Log/Display Only: []{?HZEHSE [] Successes
Label |#Samples Average Median | 90% Line| 95% Line | 99% Line Min | Max Error % | Through.. Received...| Sent KBI.
AHTTPER 140 4340 4145 5438 7134 8142 1999 8173 0.00%| 2.2/sec| 682.66 0.39
H EIE3 140 4340 4145 65438 7134 8142 1999 8173 0.00%! 2 2sec] 68266 0.39]

BRERESEIER:

1. Label: &4~ JMeter HJ] element (&1 HTTP Request) #H —4> Name J&
P, XHEERIHE Name J&PERIE

2. #Samples: VERI——FKRXIRMAH—HRH T 2DMEKR, WRER 10
ANHF, BAHPER 10 R, A B ER 100

3. Average: “FI¥Jm i (Al ——BRIAE L R 2B Request [F- X5 B B (1],
M{F R  Transaction Controller i, DL Transaction JAHAAT 7~ 3570
5[]

Median: A%, it 50% F i A ]

90% Line: 90% FH /e B 1) ]

Min:  f5e/)N i S s [A]

Max: £z K S s (]

Error%: iR R ——8 %05 R A/ 15K B

Throughput: & ——BINE L T RN BN TERE (Request per
Second) , MM T Transaction Controller B}, tA]LLFR/RZ4L LoadRunner

e N



H] Transaction per Second #{.
10. KB/Sec: &b M ik 5 &% o £ i B 0 o dls &, A 2T LoadRunner H )
Throughput/Sec

— MRS, MM RATHR EE G OSERNEE A #Samples 15 KREL,
Average “F-¥JmWa NS [E], Min f/N MR, Max f KM M EFE], Error% 45i%
& J Throughput #HM &,

6. #&in EAERE S

WRAEA T Excel #fF, HEA HKIA 5 Frid AR &, A EER
SCAEA T BRAN B Fi S B2 Y5 S0 /redash/client/dist/files/ X3RN, Wi
AT EHr 2%, AH L%, AT npm run build fr 4 (Zar 4 =75 B
“/redash/client/dist/ NHIFTA RIS FI, WE 5% &M% TA -
FERE SO, 7EHE e 38 fa AT R B i S I R AT



FANE: WMEZEHE
1. %

B L 2 A5 568 A1 Ubuntu BE Centos ¥ Z WA T4, MnREE 5 R 1P
HHEVG 1], FEAZE [ T A b i 5 s A A P R 8 o B SR S AT AR A
W90 MBCE https PSS, AR AR 2 AMEHE & T8 s 4T L&
IP Hihkghe . SSLUES Hii PA 2 Nginx BC B %% .

2+ I FERT:

PEdE 1

B SR FICREATRARIAESRE], JEF] (ML) SN @

B RERATRIGENIES S

PB4 A T 2T B R 554

3. SSLiE+5:



= C© & yundunconsolealiyun.com/7spm=5176.12616093.0.dcas 57¢516d0117 xBEp=cas#/overview/cn-hangzhou - O B

(O] e a ®e 1% e opk TR B4 om 8 W @ mx @

EHTEH X
AREENE SRS AR T
et =
| R
A o | T
Noin | ES
15 i
s B | TE
Bis #

A W TR
- " P
SHeE AT ¥ 120
RE-HLWAREE? “ﬂ
Bl SRR, RS (O rrteed oo RIS, ¥IG0TUE

THEGED FAAEZR HARRS 2%/ ete/nginx/ssl N

4. BB = AR%%2% Nginx e B =~H:

1) . ECE& SSL BhiX:

server {
listen 443 ssl http2 default_server;
server_name domain.com portal.dazdata.com;
root /usr/share/nginx/html;

ssl_certificate /etc/nginx/ss|/4489877_portal.dazdata.com.pem;
ssl_certificate_key /etc/nginx/ssl/4489877_portal.dazdata.com.key;

location /static/ {
alias /root/redash/client/dist/;

}
location / {

root html;

proxy_pass http://127.0.0.1:5000;
}

H A & hpps P BRI 11 443 1 ss1 Fl http2, LLEIED FAEA E . W2

centos, BFEENF nginx. conf B[] user=nginx BN user=root



2) . BBEESEH

##
# Gzip Settings
##

gzip on;

gzip_vary on;

gzip_proxied any;

gzip_comp_level 6;

gzip_buffers 16 8k;

gzip_http_version 1.1;

gzip_types text/plain text/css application/json application/javascript text/xml
application/xml application/xml+rss text/javascript;

5. VERHI:

Bl B 2= ECS MR 25 2R BRI R root, HFE RN /root/; AT HE RGN
3E root BRINH P, XA /home/ FH 44/ BT ABRAETIC B4 B BE A ANIF
F4bs FTHE 2 postgresql G A A UAUN root, A REIEH & F.

[uwsgi]

\virtualenv=/root/dazdata/venv/

threads=6



ELE: PCEHEE

1. Redash IEAEZPBBHER

The Ideal Architecture

background workers redis cluster
=]
—
—
/"/-/)
/
o Load
[ o | AT REE
L_Server
- HTTP
SeNer r-—
db — HTTP
slave
=
= Server balancer
salve
db cluste Application Front end
Servers
“4—% communicatiol
[] serviee
I:l machine

Redash & 0] FIEMEERB M EIE:

Nginx AEI9EERE Nginx EIEERFRE

Web fR$5885%8%: Redash server F9E 1765,

postgres FYEIRFESREE. BIEZMARTERE, ¥ HAMNZ Citus T,

redis EIRESR: BEZMARTERE, FAMNREEMGTR, Redash R 2 A Redis
HAMITEIIRS, ZBVSEIRFMET redis, BAIESMRZE BT redash HYLER
EZ BRI TT, RSESERXKIEES . Bk, Redash REX redis 50 A4,

Worker 88f: Redash B9 worker &8, &—%& scheduler,



2. OHD/HEB

MERSRMNEN D HRBE, HEOT:

BR%#% NE =
BR%88 1. nginx 1. Nginx. . REKE
2. AImfTEAR . BCE redash hE 9N &,

BR%2% 2: redash TRRS =% Redash server 27,
woker 27,

scheduler 5 EEREF
Uwsgi BR 5528

supervisor H 2 IEERRF

1

2

3. ENE
1. BRRAEFHESBRRER
fic & uwsgi fR & &% A0
supervisor HZIEE.

2. B2 & redis 1 postgresql
HE TR,

BR%88 3. redash BIfRE 25 Redash server 2%,
Woker 327
Uwsgi IR =%

supervisor R IAERF

Bl N E A R I

1. % B 2 B uswgi M
supervisor. A~ [& & X [g
RBLE scheduler.

2. BECE redis # postgres A9
EEFER,

BR%528 4: postgresql #i3EZE | 1. postgresql 3 E
Redis #4&E 2. Redis ¥iE

1. FEER B A ip
2. KB

M4 70 BB K SR T R SRR R Y LA

1) Redis EIEFFFE . BRIAE redis://localhost:6379/0, & X :

AP 0-15 3 16 MEE, —#F 0 )

DHEBBERFTEFE X localhost i FidRE2% 2 BIA K ip .

RIEm—17:

export REDASH REDIS URL="redis://192.168.0.2:6379/0"

A4, 6379 350, F 0 E(Redis

f5]: £/etc/profile 5 ~/.bashrc &

(2) Postgresql FEIEFFRTE . BRIAE postgresql://postgres, & X A#l. postgres S5, {3 linux
YA EABBREAGER, AMEBRXETEDR. ZACKXARFTERNR, AMENRREFRITXIH
4 SQL HA, ENRAYVEENELERTFHE. PHEEFHHER:

postgresql://username:password@hostname/database

XEHASAERBENERIEERS R postgresql B BN AGNEN, BREERE—REHA
A8 ,—/ = postgres ##d redash EIZEER, F-NABGAHREHR 2 WERAF A, KB &Y. Postgres
ERZEEBELITEFTERN, AR 2 REAMER, YRS TINEITIEMN postgres lifaE, HHFRE

AE2NENEAREZIRER. XEERE— 1 AGHNED,

DHBBEEREEFHH, fl: E/etc/profile 5 ~/.bashrc &

RiEm—17:

export REDASH DATABASE URL="postgresql://postgres:redash@192.168.0.2/postgres”

B{ export DATABASE URL="postgresql://postgres:redash@192.168.0.2/postgres” 5]



3. Nginx &

WebBR % 25 £ 8

T

X %f Rk
SR

10 0. 0.1

o )
10.0.0.3

nginx B9 A EIIE AT upstream 1RRE X B G iR AR SR8 5 R P IE B — & RS 2842 A
FRTER. —NEAKRA upstream HEERINT

upstream [fR 552840 B FR){
server [IP #i31t]:[i A S7;
server [IP #i31t]:[i A S7;

# upstream RIRECETM/E, BiLIEEMNHERERER RS RIIR, HXWT:

location ~ *$ {

index index.jsp index.html;

proxy_pass http://[fR 558828 A FR];
}

¥R nginx B9 location FEE N
http://outofmemory.cn/code-snippet/742/nginx-location-configuration-xiangxi-explain

XHFTER T ZRE AN R B, B2XFAEEHELIRFT K. BT Nginx B9 upstream

R 6 M A E IS E RS (B3X) - 2818 (BUAFA) « weight (IXEFR) . ip_hash

(fk#& ip PECH ) | least_conn (RADEEAN) | fair (B=AREMNWMEAEFTR) .
url_hash (=771t A4k URL S BCAT )



4. uWSGI EC & Server #HEZTE

TEARUE A A A S LR (cpus IWAF U7 a2 B ERE AR R0 96 55)
A% processes il thread 244, SR J5 Vi i & AH L

processes |thread |i519) & (E 5 )
8 100 2800-3000
8 402000-2600

30 40|13000-14000
40 40/17000-18000

4. processes Ml thread #2801 uwsgi [ITERE, H processes [RIE0H
R LR, @ UR AR 55 25 11 fE fh ok in (22 cpu AMNAE, SRJEH 5%
H25200) o Processes #EFERCL & N CPU #Z 0o Ex2-1,
5. Supervisor Bc & Worker Z ##Z

Redash By Woker & iT#HE A TNITEUERRE, HERHRBE BT

Supervisor HFEFIFRKLILAY

worker.conf X4
[supervisord]
logfile=/dev/null
pidfile=/tmp/supervisord.pid

nodaemon=true

[unix_http_server]

file = /tmp/supervisor.sock

[rpcinterface:supervisor]
supervisor.rpcinterface_factory =
supervisor.rpcinterface:make_main_rpcinterfac

e

[program:worker]

command=./manage.py rq worker %(ENV_QUEUES)s
process_name=%(program_name)s-%(process_num)s
numprocs=%(ENV_WORKERS_COUNT)s

directory=/app



stopsignal=TERM
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderr
stderr_logfile_maxbytes=0

[eventlistener:worker_healthcheck]
serverurl=AUTO

command=./manage.py rq healthcheck
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderr
stderr_logfile_maxbytes=0
events=TICK_60

6. Postgres M &H

1) . 37 master T3 = F1 standby T3 M %% Postgresql
2). Master FHFRE:
(1) tlgEsEmAs:
create role repl login replication encrypted password ‘passwd’;
(2) 1&2 pg_hba.conf
host replication all 127.0.0.1/32 trust
host replication repl 192.168.108.76/32 md5
(3) &2 postgresql.conf
Listen_adresses = ‘*’
wal_level = replica R FE
max_wal_senders=2 ME BT EEH
wal_keep_segments =64
max_connections = 100 OB EREZE
(4) =8 master HIRERS
pg_ctl start -D $PGDATA
3). Standby FMEE:
(1) BEuti&h: BENESLYRL, WBERE data BRTXH:
pg_basebackup -h 192.168.108.75 -U repl -D $PGDATA -X stream -P
(2) &2 postgresql.conf 344
Xil: wal_level. max_ wal_senders. wal_keep_segments &%
A MT S5
hot_standby = on  EEMHIEN A IFEE
max_standby_streaming_delay = 30s T[i%, KSR AER
wal_receiver status_interval = 10s o3&, MEERERSHIER KIS FRATE
hot_standby_feedback = on o], &8 R 6 F &K Ii&



(3) &2 recovery.conf X1
cp share/recovery.conf.sample data/recovery.conf
vi recovery.conf
recovery_target_timeline = 'latest’ EEZIb=¢iE ¢
standby_mode = on  (ERAMESH
primary_conninfo = 'host=192.168.108.75 port=5432 user=repl password=passwd' &
BEIERER
(4) BaIME
pg_ctl -D $PGDATA start



E/\Z=: K8S £H

1. D A &

B

2

318

4 ! serviceMIff |
U podME |
i I S
: 1. servicefl4E:
I| pod Il pod I' 'l pod Il pod I' 12, podiEs: 172.
I I| Kkuber- I| kuber- 13, BEME: 10.4.7.0/24
I I| proxy I I| proxy L
Il pod || pod |I I| pod " pod |I
| rm—ms _1_ —l — _,_1_ =l
i maiten | ! nodet ! ! node2 !
U P (EEAE) |
UserviceREEEAEMRE |
| podPIfE R dockerafffRURILEE 1
Il kube- proxy 2iEEpodMEEflservice MIZERIITFER |
Bttt e ) 1 L e R T T
1 10.4.7.11 I mmm e m—— 1 10.4.7.12
l 202G 586G ! : 18.4.7.19 : l 2C2G 586G
nGg
Proxy(master) M Proxy(backup)

keepalived + nginx

keepalived + nginx

|
|
I
:
|
3y

192.168.0.8/16
7.8.8/16

Lirius-

apiserver

TS

(
&

controller- ][ chadilar ]
manager
bl i 1
1 18.4.7.21 1

: AC8G 506G

Harbor
e —
NFS
T —"
—————
[ ——
yaml
T e—
[ apiserver ]
- T SRS
[ controller- ][ e hadilan ]
manager
D T e T e T e e ot 1 | e ey e D et
1 19.4.7.22 1 1 18.4.7.280

4CBG 508G :




HOSTNAME IP CPU | MEM 05 DISK
LB,DNS hdss7-11.host.com |1©.4.7.11 |2C 2G Centos7.5 |/data/ 50G
LB,ETCD hdss7-12.host.com [1©.4.7.12 |2C 2G Centos7.5 |/data/ 50G
K85 Master,K8S Node,ETCD hdss7-21.host.com 10.4.7.21 |4C 8G Centos7.5 |/data/ 580G
K8S Master,K8S Node,ETCD hdss7-22.host.com 10.4.7.21 |AC 8G Centos7.5 |/data/ 580G
Harbor,NFS hdss7-200.host.com |10.4.7.200 |2C 2G Centos7.5 |/data/ 508G

2. RIRHTHER
21, FRES
BB DLE 8 AT
. systemctl stop firewalld
systemctl disable firewalld

1

2

3. setenforce ©
4. sed -ir '/"SELINUX=/s/=.+/=disabled/' /etc/selinux/config
5. yum install -y epel-release

6. yum install -y wget net-tools telnet tree nmap sysstat lrzsz

dos2unix bind-utils vim less

2.2. bind &3t

1).hdss7-11 %% bind

1. yum install -y bind
2).hdss7-11 FC# bind

* EEE S

[root@hdss7-11 ~]# vim /etc/named.conf # ififRLl FAECE EW
listen-on port 53 { 10.4.7.11; };

directory "/var/named";
allow-query { any; };
forwarders { 10.4.7.254; };

recursion yes;
dnssec-enable no;

dnssec-validation no;



* 7E hdss7-11. host. com Ht. & X1 3 4

# BT zoneBIE » od.comME1% ., host.com. zone X EH 12
[rootlhdss7-11 ~]# vim Jetc/named.rfcl9l2.zones
zone "host.com” IN {

type master;

file "host.com.zone";

allow-update { 18.4.7.11; };
Fi

zone "od.com™ IN {
type master;
file "od.com.zone™;

allow-update { 18.4.7.11; 1;
Ts

* {E hdss7-11. host. com it & F AL

L # lines Wl BEE M

[rootfihdss7-11 ~# vim /var/named/host.com.zone
5 $0RIGIN host.com.
! STTL 688 ; 18 minutes

5@ IN S0A dns.host.com. dnsadmin.host.com. (
2e2ee10581 ; serial
lase8e 3 refresh (3 hours)
felee] ; retry (15 minutes)
684888 ;o expire (1 week)
Be4e2 ;3 minimum (1 day)
)

NS dns.host.com.
13 $TTL 6@ ; 1 minute

I dns & 16.4.7.11
5 HDSS57-11 A 10.4.7.11
5 HD557-12 A 18.4.7.12
7 HDS57-21 A 16.4.7.21
8 HD557-22 A 18.4.7.22
S HD557-288 A 18.4.7.268



* {F hdss7-11. host. com Fit. & V. 5548 4

l [root@hdss?-11 ~]# vim /var/named/od.com.zone
S0ORIGIN od.com.
$TTL 6@@ ; 10 minutes

1@ IN SOA dns.od.com. dnsadmin.od.com. (

2a2eplesel ; serial

198880 ;3 refresh (3 hours)
see ;3 retry (15 minutes)
6@43ee ; expire (1 week)
Ze408 3 minimum (1 day)

)

NS dns.od.com.

$TTL 6@ ; 1 m

3 dns

inute
A 18.4.7.11

* {F hdss7-11. host. com J8Zh bind IR, FEMk

l [rootfihdss7-11
[root@@hdss7-11
[root@hdss7-11

4 Using domain s

~]# named-checkconf # HWEBENH
~]# systemctl start named ; systemctl enable named
~]# host HDS57-208 10.4.7.11

erMer:

5 Name: 18.4.7.11

5 Address: 18.4.

Aliases:

5 HDS57-288.host

3).

7.11#%#53

.com has address 18.4.7.286

B ML DNS

* BHUITA BN dns g5 stk

[root@hdss7-11 ~J# sed -i  ‘/DNS1/s/10.4.7.254/10.4.7.11/
/etc/sysconfig/network—scripts/ifcfg—ens32

[root@hdss7-11 ~1# systemctl restart network

(centos8 i service NetworkManager start EJ& 4% ARSS)
[root@hdss7-11 ~]# cat /etc/resolv.conf

# Generated by NetworkManager

search host. com

nameserver 10.4.7.11

s ARUSEIR A AE 2 R AL, P XS windows fig 4L NAT R4 DNS
HAT B
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2.3, fRIEPBHEF

* 7 hdss7-200 F# TH

1. wget https://pkg. cfssl. org/R1.2/cfssl linux—amd64 -0
/usr/local/bin/cfssl

2. wget https://pkg. cfssl.org/R1.2/cfssljson_linux-amd64 -0
/usr/local/bin/cfssl-json

3. wget https://pkg. cfssl. org/R1.2/cfssl-certinfo linux—amd64 -0
/usr/local/bin/cfssl-certinfo

4. chmod utx /usr/local/bin/cfssl*

* 7F hdss7-200 25K ARIE+

I [root@hdss7-2808 ~]# mkdir Jopt/fcerts/ ; cd fopt/certs/
» oz RIEPBE:

#on —@REEE. MEESHR
©# names AMERNLAER

# expiry MIHEINE

[root@hdss7-28@ certs]# vim Jfopt/certsfca-csr.json

1
"CN": “"0ldboyEdu”,
"hosts": [
1.
"key”: {
"algo”: "rsa”,
"size": 2048
¥
"names": [
1
2 i & | el
TR A Theyiangs,
LT Theijine T,
SO Tod T
"ou™: "ops"
h
1.
b of - it
"expiry™: "175288h"
i
h

[root@hdss7-20@ certs]# cfssl gencert -initca ca-csr.json | cfssl-json -bare ca
2e28/01/05 10:42:87 [INFO] generating @ new CA key and certificate from CSR
2028/01/85 10:42:87 [INFO] generate received request
2e2a/01/85 18:42:87 [INFO] received CSR
! 282@8/01/85 1@:42:087 [INFO] generating key: rsa-2048
2828/81/85 10:42:88 [INFO] encoded CSR
2e2@8/01/85 10:42:@8 [INFO] signed certificate with serial number 4518@85524427475354617@253¢
[root@hdss7-280 certs]# 1s -1 ca*

-rw-r--r-- 1 root root 993 Jan 5 16:42 ca.csr

-rw-r--r-- 1 root root 328 Jan 5 18:39 ca-csr.json
IR TN = 1 root root 1675 Jan 5 18:42 ca-key.pem

-rw-r--r-- 1 root root 1346 Jan 5 18:42 ca.pem



2.4. docker SR

T H % docker UHLA%: hdss7-21 hdss7-22 hdss7-200, LA hdss7-21
okl
1. wget -0 /etc/yum. repos.d/docker—ce. repo

https://mirrors. alivun. com/docker—ce/linux/centos/docker—ce. repo

2. yum install
https://download. docker. com/1linux/fedora/30/x86 64/stable/Packages/cont
ainerd. io—1.2.6-3. 3. fc30. x86_64. rpm

3. yum install -y yumutils device—mapper—persistent—data lvm2

yum install -y docker—ce
mkdir /etc/docker/
A4 registry PN T harbor ik
FANLE L bip MEBA—3, bip B 5m ENL &G W EAEF,
H & J7 {8 € A7 ] @it
6. vim /etc/docker/daemon. json
{
“graph”: ”/data/docker”,

“storage—driver”: “overlay2”,

oo

“insecure-registries”:

[“registry. access. redhat. com”, “quay. io”, “harbor. od. com”],
“registry-mirrors”: [“https://registry.docker—cn.com”],
"bip”: 7172.7.21.1/247,

“exec—opts”: [“native.cgroupdriver=systemd”],
“live-restore”: true

}

7. mkdir /root/data/docker

8. systemctl start docker ; systemctl enable docker

2.5. harbor &3

S Mk https://www. yuque. com/duduniao/trp3ic/ohrxds#9Zpxx
‘B Huhk: https://goharbor. io
TE k. https://github. com/goharbor/harbor/releases

5 yum install -y docker—compose HHl4i%1E 5 #t docker HYE = IR
https://blog. csdn.net/qq 32828933/article/details/104220570
AT %4



https://mirrors.aliyun.com/docker-ce/linux/centos/docker-ce.repo
https://download.docker.com/linux/fedora/30/x86_64/stable/Packages/containerd.io-1.2.6-3.3.fc30.x86_64.rpm
https://download.docker.com/linux/fedora/30/x86_64/stable/Packages/containerd.io-1.2.6-3.3.fc30.x86_64.rpm
https://www.yuque.com/duduniao/trp3ic/ohrxds
https://goharbor.io/
https://github.com/goharbor/harbor/releases
https://blog.csdn.net/qq_32828933/article/details/104220570

1 # Hai:
) # Jopt/src : YRS, PR FEHE
3 # /fopt/release : #HheABIHFIIE
L # Jopt/apps @ #NECIE AT RE AR D BORERE
[root@hdss7-2@0 ~]1# cd /opt/src
[root@hdss7-200 srcl# wget https://github.com/goharbor/harbor/releases/download/v1.9.4/har
’ [root@hdss7-28@ srcl# mv harbor /opt/release/harbor-v1.9.4
[root@hdss7-280 srcl# 1ln -s /opt/release/harbor-v1.9.4 /opt/apps/harbor
[root@hdss7-200 srcl# 11 /opt/apps/
total @
11 lrwxrwxrwx 1 root root 26 Jan 5 11:13 harbor -> /opt/release/harbor-v1.9.4
# SRS FRUE . s A A e Y
[root@hdss7-200 srcl# vim /opt/apps/harbor/harbor.yml
hostname: harbor.od.com
5 http:
port: 1806
’ data_volume: /data/harbor
12 location: /data/harbor/logs

[root@hdss7-200 srcl# yum install -y docker-compose
@ [root@hdss7-200 src]# cd /opt/apps/harbor/
[root@hdss7-20@ harbor]# ./install.sh

* % & harbor FFH1EE

[root@hdss7-280 harbor]# vim /etc/rc.d/rc.local # BMUTHAF
2 # start harbor

cd fopt/apps/harbor
L fusr/bin/docker-compose stop

5 fusr/bin/docker-compose start

% hdss7-200 ‘%% nginx
* % nginx [ fCH harbor

L o# HEHLEE FnginkINEEFY . ERyunTEEIT . MBE M harborE iR K ZAREERLS
¢ nginREMANERE, (N{UFAREEMEE.
[root@hdss7-208 harbor]# vim /fetc/nginx/conf.d/harbor.conf
[root@hdss7-208 harbor]# cat /etc/nginx/conf.d/harbor.conf
server {
listen 80;
server_name harbor.od.com;
# BR U EAEWRAER

client_max_body_size 1000m;

location / {

proxy_pass http://127.8.6.1:188;

}
[root@hdss7-200 harbor]# systemctl start nginx ; systemctl enable nginx



* hdss7-11 Bt E DNS it

[root@hdss7-11 ~]# vim /var/named/od.com.zone # FEHSEEZFI—|
$O0RIGIN od.com.
7 $TTL 6808 ; 10 minutes

1@ IN s0A dns.od.com. dnsadmin.od.com. (
28200810582 ; serial
18888 : refresh (3 hours)
o886 ; retry (15 minutes)
684880 ; expire (1 week)
36488 ; minimum (1 day)
)

NS dns.od.com.
! $TTL 6@ ; 1 minute
13 dns A 18.4.7.11
harbor A 18.4.7.208

[root@hdss7-11 ~]# systemctl restart named.service # reload TEHEERL

[root@hdss7-11 ~]# host harbor.od.com
harbor.od.com has address 10.4.7.288

SRIE®EEI N harbor.od.com #HfTiH B R HILIA T IENR :

502 Bad Gateway X ‘ +

{(—‘u - Q@ |® harbor.od.com Tod

n @ ©

502 Bad Gateway

nginx/1.14.1

151& B/ etc/selinux/config IX N XX K SELINUX=disabled Bl TJ,



[root@node®5 conf.d]# cat [AFAI=181IpFLLelhET]

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these three values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.
SELINUXTYPE=targeted

Harbor

* WrEWiH: public

=

* 3 harbor
IR/ 8B A% 5T docker pull nginx:latest HirHY



| [root@ghdss7-21 ~]# docker image tag nginx:latest harbor.od.com/public/nginx:latest
[root@hdss7-21 ~]# docker login -u admin harbor.od.com
[root@hdss7-21 ~]# docker image push harbor.od.com/public/nginx:latest
[root@hdss7-21 ~]# docker logout

public :

EE WMEas Am N = A Tegi¥ll  Webhooks  EMEE

mane- O =m=|C

i 1 BER

3. EEH R e

3.1. etcd &3t

etcd A9 leader I 2 M H, BERELAIEIULBNFTHE . KRARET K
hdss7-12, hdss7-21, hdss7-22

1. &K etcd iEH

EBFELARS=F hdss7-200:
* B ca B9 json BLE:/opt/certs/ca-config.json
server RNRESHERERE P IHGFETNIER, ATEPHREIERSHS 5
client RAEE P ImEERSIHFIETNIES, ATRSHEIER PGS 5
peer FREE Z [BIEZEAMIER, 0 etcd TR Z[ERIE



"signing”: {
"default™: {
"expiry": "175280h"
}s
"profiles”: {
"server”: {
"expiry”: "175288h",
"usages”: [

"signing",

"key encipherment”,

"server auth”

b
"client™: {
"expiry”: "175288h",
"usages": [
"signing”,
"key encipherment”,

"client auth”

s
"peer”: {
"expiry”: "17528@h",
"usages”: [
"signing"”,
"key encipherment”,
“server auth”,

"client auth”

* GIE eted IEBECE: /opt/certs/eted-peer-csr.json
ELTE hosts £, FTAETIRER etcd BRS=8AINE] host 53k, ReeEAMER, #
1 eted REBHFEZEMETXRIUED



"CN": "k8s-etcd”,

"hosts": [
"10.4.7.11",
"10.4.7.127,
"18.4.7.21",
"16.4.7.22"

1,
"key": {
*algo™: “rsa”,
“size": 20848
}s

"names": [

i o A ]

BSEY TheijIng’,

—

": "beijing”,
O el
"oU": "ops"

et

« HRIED
[root@hdss7-200 ~J# cd /opt/certs/
[root@hdss7-200 certs]# cfssl gencert -ca=ca.pem -ca-key=ca-key.pem

-config=ca-config.json -profile=peer

-bare etcd-peer

etcd-peer-csr.json

[root@hdss7-200 certs]# 11 etcd-peer*

-rw-r--r-- 1 root root 1062 Jan
-rw-r--r-- 1 root root 363 Jan
-PW------- 1 root root 1675 Jan

-rw-r--r-- 1 root root 1428 Jan

2. &3 eted

5 17:01
5 16:59
5 17:01
5 17:01

etcd-peer.csr

etcd-peer-csr

etcd-peer-key.

etcd-peer.pem

eted #udik: https://github. com/etcd—io/eted

SIS FH R A : eted-v3.1.20-1linux—amd64. tar. gz

RIR 2P K hdss7-12, hdss7-21, hdss7-22

* & etcd

[root@hdss7-12 ~J# useradd -s /sbin/nologin -M etcd

[root@hdss7-12 ~J# cd /opt/src/
[root@hdss7-12 srcl# wget

|cfssl-json

.json

pem

https://github. com/etcd-io/etcd/releases/download/v3.1.20/etcd-v3. 1.

20-linux—amd64. tar. gz


https://github.com/etcd-io/etcd/
https://github.com/etcd-io/etcd/releases/download/v3.1.20/etcd-v3.1.20-linux-amd64.tar.gz

[root@hdss7-12 srcl# tar —-xf etcd-v3.1.20-1linux-amd64. tar. gz

[root@hdss7-12 srcl]# mv etcd-v3.1.20-1inux-amd64
/opt/release/etcd-v3.1.20

[root@hdss7-12 srcl# ln -s /opt/release/etcd-v3.1.20
/opt/apps/etcd

[root@hdss7-12 srcl# 11 /opt/apps/etcd

lrwxrwxrwx 1 root root 25 Jan 5 17:56 /opt/apps/etcd —>
/opt/release/etcd-v3.1.20

[root@hdss7-12 srcl# mkdir -p /opt/apps/etcd/certs /data/etcd
/data/logs/etcd—server

* TRIEFEIEA eted £

[root@hdss7-200 ~J1# cd /opt/certs/

[root@hdss7-200 certs]# for i in 12 21 22;do scp ca. pem etcd-peer. pem
etcd-peer—key. pem hdss7-${i}:/opt/apps/etcd/certs/ ;done

[root@hdss7-12 srcl]# md5sum
/opt/apps/etcd/certs/*8778d0c3411891af61a287e49a70c89a
/opt/apps/etcd/certs/ca. pem7918783¢c2f6bf69e96edf03e67d04983
/opt/apps/etcd/certs/etcd—peer—key. pemd4d849751a834c7727d42324fdedf9
2d  /opt/apps/etcd/certs/etcd-peer. pem

« Sl B HIARE DSBSV ARE)

[root@hdss7-12 ~J# vim /opt/apps/etcd/etcd-server—startup. sh

#!/bin/sh

# listen-peer-urls etcd 7 & 2 [H] @15 v

# listen-client-urls & P55 eted WAZ 3

# quota—backend-bytes W& K/

# HEBHNSH:

name, listen—peer—urls, listen—-client-urls, initial-advertise—peer—urls

WORK DIR=$ (dirname $(readlink —-f $0))

[ $2 —eq 0 ] && cd $WORK DIR || exit

/opt/apps/etcd/etcd ——name etcd-server-7-12 \
——data-dir /data/etcd/etcd-server \
——listen-peer—-urls https://10.4.7.12:2380 \
——listen-client—-urls

https://10.4.7.12:2379, http://127.0.0.1:2379 \

-—quota-backend-bytes 8000000000 \
-—initial-advertise-peer—urls https://10.4.7.12:2380

——advertise—-client—urls
https://10.4.7.12:2379, http://127.0.0.1:2379 \
——initial-cluster
etcd-server-7-12=https://10.4.7.12:2380, etcd-server-7-21=htt
ps://10.4.7.21:2380, etcd-server—7-22=https://10.4.7.22:2380 \



-—ca—-file ./certs/ca.pem \
—cert—file ./certs/etcd-peer. pem \
——key-file ./certs/etcd-peer—key. pem \

——client-cert—auth \

-—trusted-ca-file ./certs/ca.pem \
——peer-ca-file ./certs/ca.pem \
——peer—cert—file ./certs/etcd-peer. pem \
—peer—key-file ./certs/etcd—peer—key. pem \
—-—peer—client-cert—auth \
——peer—trusted—-ca—file ./certs/ca.pem \
——log-output stdout
[root@hdss7-12 ~J# chmod u+x
/opt/apps/etcd/etcd-server—startup. sh
[root@hdss7-12 ~J# chown -R etcd.etcd /opt/apps/etcd/ /data/etcd
/data/logs/etcd—server

3. B3 etcd

RoNXE R EZBENNEGHRE, ZEAaTFshEs), Z4kHER
HEEHETAR, LBPHFHEEEHTA
[root@hdss7-12 ~]# yum install -y supervisor
[root@hdss7-12 ~1# systemctl start supervisord ; systemctl enable
supervisord
[root@hdss7-12 ~J# vim /etc/supervisord.d/etcd-server. ini
[program:etcd-server—-7-12]
command=/opt/apps/etcd/etcd-server—-startup. sh : the
program (relative uses PATH, can take args)
numprocs=1
number of processes copies to start (def 1)
directory=/opt/apps/etcd
directory to cwd to before exec (def no cwd)
autostart=true
start at supervisord start (default: true)
autorestart=true
retstart at unexpected quit (default: true)
startsecs=30
number of secs prog must stay running (def. 1)
startretries=3
max # of serial start failures (default 3)
exitcodes=0, 2
“expected exit codes for process (default 0, 2)
stopsignal=QUIT
signal used to kill process (default TERM)



stopwaitsecs=10
max num secs to wait b4 SIGKILL (default 10)
user=etcd
setuid to this UNIX account to run the program
redirect_stderr=true
redirect proc stderr to stdout (default false)
stdout logfile=/data/logs/etcd-server/etcd. stdout. log ;
stdout log path, NONE for none; default AUTO
stdout logfile maxbytes=64MB
max # logfile bytes b4 rotation (default 50MB)
stdout logfile backups=5 Co#
of stdout logfile backups (default 10)
stdout capture maxbytes=1MB
number of bytes in ’capturemode’ (default 0)
stdout _events_enabled=false
emit events on stdout writes (default false)
[root@hdss7-12 ~]# supervisorctl update

etcd—server—-7-12: added process group

« etcd HBRESEE
[root@hdss7-12 ~]# supervisorctl status # supervisorctl JIRZS
etcd-server-7-12 RUNNING pid 22375,

uptime 0:00:39

[root@hdss7-12 ~J# netstat —Intp|grep etcd

tep 0 0 10.4.7.12:2379 0.0.0.0:%
LISTEN 22379/etcd

tep 0 0 127.0.0.1:2379 0.0.0.0:%
LISTEN 22379/etcd

tep 0 0 10.4.7.12:2380 0.0.0.0:%
LISTEN 22379/etcd

[root@hdss7-12 ~1# /opt/apps/etcd/etcdct] member list # [fi#& etcd
)i, leader &4 4L

988139385178284: name=etcd—server—7-22
peerURLs=https://10.4.7.22:2380
clientURLs=http://127.0.0.1:2379, https://10.4.7.22:2379
isLeader=false

5a0ef2a004fc4349: name=etcd-server—-7-21
peerURLs=https://10.4.7.21:2380
clientURLs=http://127.0.0.1:2379, https://10.4.7.21:2379
isLeader=true

f4a0cb0a765574a8: name=etcd-server—-7-12
peerURLs=https://10.4.7.12:2380



clientURLs=http://127.0.0.1:2379, https://10.4.7.12:2379

isLeader=false

[root@hdss7-12 ~]# /opt/apps/etcd/etcdct]l cluster—health

member 988139385f78284 is healthy: got healthy result from
http://127.0.0.1:2379

member b5alef2a004fc4349 is healthy: got healthy result from
http://127.0.0.1:2379

member f4a0cb0a765574a8 is healthy: got healthy result from
http://127.0.0.1:2379

cluster is healthy

~eted BE7TT

[root@hdss7-12 ~]# supervisorctl start etcd-server—-7-12
[root@hdss7-12 ~]# supervisorctl stop etcd-server—-7-12
[root@hdss7-12 ~]# supervisorctl restart etcd-server—-7-12
[root@hdss7-12 ~]# supervisorctl status etcd-server—7-12

3.2. apiserver &%

1. F# kubernetes iR % i

aipserver WM MRS #%: hdss7-21, hdss7-22 F# kubernetes
pea ol NE N e i B B

1. #HEAN kubernetes [fJ github TiTH :
https://github. com/kubernetes/kubernetes

2. N tags W& : https://github. com/kubernetes/kubernetes/tags

3. BT HMRA
https://github. com/kubernetes/kubernetes/releases/tag/vl. 15. 2

4. i CHANGELOG-${version}.md  #EAiH] T :
https://github. com/kubernetes/kubernetes/blob/master/CHANGELOG-1.
15. md#downloads—for-v1152

5. ik Server Binaries:
https://dl.k8s.io/vl. 15. 2/kubernetes—server—1linux—amd64. tar. gz



https://github.com/kubernetes/kubernetes
https://github.com/kubernetes/kubernetes/tags
https://github.com/kubernetes/kubernetes/releases/tag/v1.15.2
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG-1.15.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG-1.15.md
https://dl.k8s.io/v1.15.2/kubernetes-server-linux-amd64.tar.gz

[root@hdss7-21 ~]# cd fopt/src
[root@hdss7-21 srcl# wget https://dl.k8s.io/v1.15.2/kubernetes-server-linux-amd6d.tar.gz

[root@hdss7-21 src]# tar -xf kubernetes-server-linux-amdéd.tar.gz

[root@hdss7-21 src]# mv kubernetes fopt/release/kubernetes-v1.15.2

[root@hdss7-21 srcl# 1n -s fopt/release/kubernetes-v1.15.2 fopt/apps/kubernetes

[root@hdss7-21 srcl# 11 /opt/apps/kubernetes

Irwxrwxrwx 1 root root 31 Jan 6 12:59 /fopt/apps/kubernetes -»> fopt/release/kubernetes-v1.15.2

[root@hdss7-21 srcl# cd /opt/apps/kubernetes

[root@hdss7-21 kubernetes]# rm -f kubernetes-src.tar.gz
[root@hdss7-21 kubernetes]# cd server/bin/

[root@hdss7-21 bin]# rm -f *.tar * tag # *.tar * _tag @3
[root@hdss7-21 bin]# 11

total 884636
-PWXP-XP-X root root 43534816 Aug
root root 188548648 Aug
root root 2088648416 Aug
root root 4@1822@8 Aug
root root 164581928 Aug

q: 18:81 apiextensions-apiserver
: |
1
1
1
-ruxr-xr-x 1 root root 116397038 Aug
1
1
1
1
1

SPWEP XX 18:81 cloud-controller-manager
18:81 hyperkube

18:01 kubeadm

SPWRT =X - X
-PWAP-XP-X
-PWUXP-XP-X 18:081 kube-apiserver

18:81 kube-controller-manager
18:81 kubectl

18:81 kubelet

18:81 kube-proxy

18:@1 kube-scheduler

18:81 mounter

-PWXP-XP-X root root 42985504 Aug
root root 119616646 Aug
root root 36987483 Aug
root root 38786144 Aug

root root 1648224 Aug

“PWXP-Xr-X

WX P-Xr-X

“PWXr-=Xr-X

LT BN ¥ o TN ¥ o N ¥ N ¥ S ¥ (N B ¥ B ¥ o I ¥ B ¥

“PWXP-XIM-X

2. BRIUEFH
ZERUETS W R IRSS %% : hdss7-200
% &% client UEF (apiserver Fl etced M AEE 15)
[root@hdss7-200 ~J# cd /opt/certs/
[root@hdss7-200 certs]# vim /opt/certs/client—csr. json
{
“CN”: ”"k8s-node”,
“hosts”: [
1,
"key”: |
"algo”: “rsa”,
"size”: 2048
1,
“names”: [
{
”C”: "CN”,
"ST”: "beijing”,
"L”: ”beijing”,
”0”: "od”,
”0U”: “ops”



}

[root@hdss7-200 certs]# cfssl gencert —ca=ca.pem
—ca—key=ca-key. pem -config=ca—config. json -profile=client
client—csr. json |cfssl—json —bare client

2020/01/06 13:42:47 [INFO] generate received request

2020/01/06 13:42:47 [INFO] received CSR

2020/01/06 13:42:47 [INFO] generating key: rsa—2048

2020/01/06 13:42:47 [INFO] encoded CSR

2020/01/06 13:42:47 [INFO] signed certificate with serial
number 268276380983442021656020268926931973684313260543

2020/01/06 13:42:47 [WARNING] This certificate lacks a
"hosts” field. This makes it unsuitable for

websites. For more information see the Baseline
Requirements for the Issuance and Management

of Publicly-Trusted Certificates, v.1.1.6, from the
CA/Browser Forum (https://cabforum. org) ;

specifically, section 10.2.3 (“Information
Requirements”).

[root@hdss7-200 certs]# 1s client* -1

-rw—r——r—— 1 root root 993 Jan 6 13:42 client.csr

-rw—r—r—— 1 root root 280 Jan 6 13:42 client—csr. json

—rW——————— 1 root root 1679 Jan 6 13:42 client-key. pem

-rw—r——r—— 1 root root 1363 Jan 6 13:42 client. pem

* &K server iF P (apiserver flH & k8s HMAFEEH )
# hosts HK BT 5 Al BE1E A apiserver [ ip dN#EZ:, VIP 10.4.7.10
A
[root@hdss7-200 certs]# vim /opt/certs/apiserver—csr. json
{
“CN”: “k8s-apiserver”,
“hosts”: [
7127.0.0.17,
”192.168.0.17,
“kubernetes. default”,
“kubernetes. default. sve”,
“kubernetes. default. sve. cluster”,
“kubernetes. default. sve. cluster. local”,
710.4.7.107,
710.4.7.217,
710.4.7.227,
710.4.7.237
1,
"key”: |



” ” ” ”
algo”: "rsa”,
"size”: 2048

}
“names”: [
| ”C”: “CN”,
”ST”: “beijing”,
“L”: “beijing”,
70”: “od”,
“0U”: “ops”

]
}
[root@hdss7-200 certs]# cfssl gencert —-ca=ca. pem
—ca—key=ca-key. pem —config=ca—config. json —-profile=server

apiserver—csr. json |cfssl-json -bare apiserver

2020/01/06 13:46:56 [INFO] generate received request

2020/01/06 13:46:56 [INFO] received CSR

2020/01/06 13:46:56 [INFO] generating key: rsa—-2048

2020/01/06 13:46:56 [INFO] encoded CSR

2020/01/06 13:46:56 [INFO] signed certificate with serial number
573076691386375893093727554861295529219004473872

2020/01/06 13:46:56 [WARNING] This certificate lacks a “"hosts”
field. This makes it unsuitable for

websites. For more information see the Baseline Requirements for
the Issuance and Management

of Publicly-Trusted Certificates, v.1.1.6, from the CA/Browser
Forum (https://cabforum. org) ;

specifically, section 10.2.3 (“Information Requirements”).

[root@hdss7-200 certs]# ls apiserverk -1

-rw—r——r—— 1 root root 1249 Jan 6 13:46 apiserver.csr

-rw—r——r—— 1 root root 566 Jan 6 13:45 apiserver—csr. json

—rw——————- 1 root root 1675 Jan 6 13:46 apiserver—key. pem

-rw—r——r—— 1 root root 1598 Jan 6 13:46 apiserver.pem

* AFEB TR

[root@hdss7-200 certs]# for i in 21 22;do echo hdss7-$i;ssh
hdss7-$i “mkdir /opt/apps/kubernetes/server/bin/certs”;scp
apiserver—key. pem apiserver. pem ca—key. pem ca. pem
client—key. pem client. pem

hdss7-$i:/opt/apps/kubernetes/server/bin/certs/;done

3. B & apiserver HE®H it



aipserver W NMIARS2%: hdss7-21, hdss7-22
[root@hdss7-21 binl]# mkdir /opt/apps/kubernetes/conf
[root@hdss7-21 bin]# vim /opt/apps/kubernetes/conf/audit. yaml # FJJF 4
JG, WHE :set paste, % H 34k
apiVersion: audit.k8s.io/vlbetal # This is required.
kind: Policy
# Don’ t generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived”
rules:
# Log pod changes at RequestResponse level
— level: RequestResponse
resources:
- group:
# Resource “pods” doesn’ t match requests to any subresource of pods,
# which is consistent with the RBAC policy.
resources: [“pods”]
Log “pods/log”, ”“pods/status” at Metadata level
level: Metadata

H

resources:
””n

- group:

resources: [“pods/log”, ”“pods/status”]

# Don’ t log requests to a configmap called “controller—leader”

level: None
resources:
”n”n
- group:
” . ”
resources: [“configmaps”]

resourceNames: [“controller—leader”]

# Don’t log watch requests by the “system:kube-proxy” on endpoints or
services
- level: None
users: [“system:kube-proxy”]
verbs: [“watch”]
resources:

- group: 77 # core API group

” . ” ” . ”
resources: [“endpoints”, ”“services”]

# Don’t log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: [“system:authenticated”]

nonResourceURLs:

- ”/api*” # Wildcard matching.



” . ”
- ”/version

# Log the request body of configmap changes in kube—-system.
— level: Request
resources:
- group: 77 # core API group
resources: [“configmaps”]
# This rule only applies to resources in the “kube—system” namespace
# The empty string ”” can be used to select non—namespaced resources

namespaces: [“kube-system”]

# Log configmap and secret changes in all other namespaces at the Metadata

level.
— level: Metadata
resources:

- group: 77 # core API group

” ” ” . ”
resources: [“secrets”, “configmaps”]

# Log all other resources in core and extensions at the Request level.
— level: Request
resources:

- group: 77 # core API group

- group: “extensions” # Version of group should NOT be included.

# A catch—all rule to log all other requests at the Metadata level.

- level: Metadata
# Long—running requests like watches that fall under this rule will not
# generate an audit event in RequestReceived.
omitStages:

- “RequestReceived”

=R =R

aipserver W NMIARS2%: hdss7-21, hdss7-22
* B S B A
[root@hdss7-21 binl# vim
/opt/apps/kubernetes/server/bin/kube-apiserver—startup. sh
#!/bin/bash

WORK DIR=$ (dirname $(readlink —-f $0))
[ $2 —eq 0 ] && cd $WORK DIR || exit

/opt/apps/kubernetes/server/bin/kube-apiserver \
—-—apiserver—-count 2 \

——audit—-log—path



/data/logs/kubernetes/kube-apiserver/audit-log \
——audit-policy-file ../../conf/audit.yaml \
——authorization—mode RBAC \

——client-ca-file ./certs/ca.pem \
——requestheader-client—-ca-file ./certs/ca.pem \
——enable—admission—plugins

NamespacelLifecycle, LimitRanger, ServiceAccount, DefaultStorageClas

s, DefaultTolerationSeconds, MutatingAdmissionWebhook, ValidatingAd

missionWebhook, ResourceQuota \

——etcd-cafile ./certs/ca.pem \
——etcd-certfile ./certs/client.pem \
—etcd-keyfile ./certs/client—key.pem \
——etcd-servers

https://10.4.7.12:2379, https://10.4.7.21:2379, https://10.4.7.22:

2379 \

——service—account-key-file ./certs/ca—key.pem \
—-service-cluster—ip-range 192.168.0.0/16 \
—-—service—node-port-range 3000-29999 \
-——target-ram—mb=1024 \
—kubelet—-client—certificate ./certs/client.pem \
—kubelet-client—key ./certs/client—key. pem \
——log-dir /data/logs/kubernetes/kube-apiserver \
—tls-cert—-file ./certs/apiserver.pem \
——tls-private-key-file ./certs/apiserver—key.pem \
-—v 2

* Bt B supervisor &zl B

[root@hdss7-21 bin]# vim /etc/supervisord.d/kube-apiserver.ini
? [program:kube-apiserver-7-21]
3 command=/opt/apps/kubernetes/server/bin/kube-apiserver-startup.sh
1 aumprocs=1
5 directory=/opt/fapps/kubernetes/server/bin
7 autostart=true
7 autorestart=true
i startsecs=38
startretries=3
exitcodes=06,2
1 stopsignal=QUIT
stopwaitsecs=1@
3 user=root
| redirect_stderr=true
15 stdout_logfile=/data/logs/kubernetes/kube-apiserver/apiserver.stdout.log
» stdout_logfile maxbytes=564MB
! stdout_logfile backups=5
: stdout_capture_maxbytes=1MB
stdout_events_enabled=false
[rooti@hdss7-21 bin]# supervisorctl update
I [root@hdss7-21 bin]# supervisorctl status
! etcd-server-7-21 RUNNING pid 23637, uptime 22:26:88
kube-apiserver-7-21 RUNNING pid 32591, uptime ©:85:37



* JB{% apiserver

[root@hdss?-12 ~]# supervisorctl
[root@hdss7-12 ~]# supervisorctl
[root@hdss7-12 ~]# supervisorctl
[rootighdss7-12 ~]# supervisorctl

« AR R
1. netstat —lntp|grep api

2. ps uax|grep kube-apiserver|grep -v

3.3. Bo & apiserver L4 I8
l.nginx B &

start kube-apiserver-7-21
stop kube-apiserver-7-21
restart kube-apiserver-7-21

status kube-apiserver-7-21

grep



L4 AP LIRS 8% hdss7-11, hdss7-12

[root@hdss7-11 ~]# yum install -y nginx
! [root@ghdss?-11 ~]# vim fetc/nginx/nginx.conf
© # RAEMELLTHE, stream REEMTE main A
Co# WA HEEBES Tnginx, IREEH, BUGHTESENER
stream {
log_format proxy '$time local|$remote_addr|$upstream_addr|$Sprotocol|$status|’
'$session_time|$upstream_connect_time|$bytes_sent|$bytes received|”

'$Supstream_bytes_sent|$upstream_bytes received’ ;

upstream kube-apiserver {
server 10.4.7.21:6443 max_tails=3 fail timeout=38s;
server 10.4.7.22:6443 max_fails=3 fail timeout=38s;
¥
server {
listen 7443;
proxy_connect_timeout 2s;
proxy_timeout 988s;
proxy_pass kube-apiserver;

access_log fvar/log/nginx/proxy.leog proxy;

}
! [root@hdss7-11 ~]# systemctl start nginx; systemctl enable nginx

[root@hdss7-11 ~]# curl 127.8.8.1:7443 # MEEIL%E
1 Client sent an HTTP request to an HTTPS server.
5 [root@hdss7-11 ~]# cat /var/log/nginx/proxy.log
)G 86/Jan/2020:21:00:27 +8806|127.0.0.1|19.4.7.21:6443|TCP|206|0.001|0.000|76|78|78|76
’ 86/1an/2020:21:085:03 +0800|127.6.9.1|10.4.7.22:6443|TCP|206|0.020|@.0819|76|78|78|76
: 86/1an/2020:21:05:94 +08086|127.06.0.1|18.4.7.21:6443|TCP|206|0.001|06.001|76|78|78]|76

2. keepalived BB B

aipserver L4 RELW K AR5 #5: hdss7-11, hdss7-12
* ‘3% keepalive
[root@hdss7-11 ~]# yum install -y keepalived
[root@hdss7-11 ~]# vim /etc/keepalived/check port.sh # [t B & 25 Bl A
#!/bin/bash
if [ $# —eq 1 ] && [[ $1 =~ "[0-9]1+ 1]:then
[ $(netstat —Intplgrep 7:$1 7 |wec -1) —-eq 0 ] && echo

“[ERROR] nginx may be not running!” && exit 1 || exit 0
else
echo “[ERROR] need one port!”
exit 1
fi

[root@hdss7-11 ~]# chmod +x /etc/keepalived/check port.sh

* WE F T A /etc/keepalived/keepalived. conf

EHWAF, B4imE nopreempt



BN — B R 3 338 VIP B, AREile BahmE sk, 05402 5 i K
Ja FANIE A VIP 2 3797 50 W E5 RN IE R )5, B S 4% AU keepalive, ik VIP
B T A

keepalived M) H &t id & LB wE, Aroh & BT,

! Configuration File for keepalived
' global defs {
router_id 18.4.7.11
1}
vrrp_script chk_nginx {
script "/etc/keepalived/check_port.sh 7443"
interval 2
weight -28
-}
vrrp_instance VI_1 {
state MASTER
interface ens32
virtual router_id 251
priority 1@@
advert_int 1
mcast_src_ip 18.4.7.11

nopreempt

authentication {
auth_type PASS
auth_pass 11111111

}

track_script {

chk_nginx

}

virtual ipaddress {
16.4.7.10

}

* M E 2 A /etce/keepalived/keepalived. conf



! Configuration File for keepalived
global defs {
router_id 18.4.7.12

}
5 vrep_script chk _nginx {
script "/etc/keepalived/check_port.sh 7443~
interval 2
3 weight -28
b
vrrp_instance VI_1 {
state BACKUP
interface ens32
virtual router_id 251
mcast_src_ip 18.4.7.12
priority 9@
advert_int 1
authentication {
auth_type PASS
auth_pass 11111111

}

track_script {
chk_nginx

¥

virtual_ipaddress {
18.4.7.18

¥
¥

* J3 3l keepalived
[root@hdss7-11 ~]# systemctl start keepalived : systemctl enable
keepalived
[root@hdss7-11 ~]# ip addr show ens32
2: ens32: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc
pfifo fast state UP group default glen 1000
link/ether 00:0¢:29:6d:b8:82 brd ff:ff:ff:ff:ff:ff
inet 10.4.7.11/24 brd 10.4.7.255 scope global noprefixroute
ens32
valid 1ft forever preferred 1ft forever
inet 10.4.7.10/32 scope global ens32
valid 1ft forever preferred 1ft forever

3.4, controller-manager &3

controller-manager ¥ M MJHRS48: hdss7-21, hdss7-22
controller—manager WEHNRIHH AHIHL#8 1 apiserver, & 127.0.0. 1
M4, B A SSLE



[root@hdss7-21 ~]# vim /opt/apps/kubernetes/server/bin/kube-controller-manager-startup.sh
#!/bin/sh

WORK_DIR=%(dirname $(readlink -f %8))

[ $2 -eq 6 ] &% cd $WORK DIR || exit

fopt/apps/kubernetes/server/bin/kube-controller-manager \
--cluster-cidr 172.7.0.8/16 \
--leader-elect true \
--log-dir /data/logs/kubernetes/kube-controller-manager \
--master http://127.8.8.1:8888 \
--service-account-private-key-file ./certs/ca-key.pem \
--service-cluster-ip-range 192.163.8.8/16 \
--root-ca-file ./certs/ca.pem \
e
[root@hdss7-21 ~]# chmod u+x [opt/apps/kubernetes/server/bin/kube-controller-manager-startup.sh

[root@hdss7-21 ~]# vim /fetc/supervisord.d/kube-controller-manager.ini
[program:kube-controller-manager-7-21]

command=/opt/apps/kubernetes/server/bin/kube-controller-manager-startup.sh

numprocs=1 ; number
directory=/opt/apps/kubernetes/server/bin 743
autostart=true ; start ¢
autorestart=true ; retstar
startsecs=38 ; number

} startretries=3 ; max # ¢
exitcodes=06,2 ; lexpect
stopsignal=QUIT ; signal
stopwaitsecs=18@ 3 max nun
L3 user=root ; setuid
redirect_stderr=true ; redirec

stdout_logfile=fdata/logs/kubernetes/kube-controller-manager/controller.stdout.log ; stder

stdout_logfile maxbytes=64MB ; max # 1

" stdout_logfile backups=4 ; # of st

| stdout_capture_maxbytes=1MB ; humber

| stdout_events_enabled=false ; emit ey

] 3

[root@hdss7-21 ~]# supervisorctl update

' kube-controller-manager-7-21: stopped
kube-controller-manager-7-21: updated process group
[root@hdss7-21 ~]1# supervisorctl status

- etcd-server-7-21 RUNNING pid 23637, uptime 1 day, ©:16:54
7 kube-apiserver-7-21 RUNNING pid 32591, uptime 1:56:23
' kube-controller-manager-7-21 RUNNING pid 33357, uptime @:08:38

3.5. kube-scheduler &%

kube-scheduler ¥ KMk #5: hdss7-21, hdss7-22
kube—-scheduler B AN R YRIHL# K] apiserver, 7& 127.0.0.1 K
+, B AEH SSL UE 1S



[root@hdss7-21 ~]# vim fopt/apps/kubernetes/server/bin/kube-scheduler-startup.sh
! #!1/bin/sh

WORK_DIR=%(dirname $(readlink -f %8))

[ $2 -eq @ ] && cd $WORK_DIR || exit

/opt/apps/kubernetes/server/bin/kube-scheduler \
--leader-elect \
3 --log-dir /data/logs/kubernetes/kube-scheduler \
--master http://127.8.8.1:80880 \
=y 2
[root@hdss7-21 ~]# chmod u+x fopt/apps/kubernetes/server/bin/kube-scheduler-startup.sh
[root@hdss7-21 ~]# mkdir -p /data/logs/kubernetes/kube-scheduler

1 [root@hdss7-21 ~]# vim /etc/supervisord.d/kube-scheduler.ini
[program:kube-scheduler-7-21]
command=/opt/apps/kubernetes/server/bin/kube-scheduler-startup.sh
numprocs=1
directory=/opt/apps/kubernetes/server/bin
autostart=true
autorestart=true
startsecs=30

S startretries=3
exitcodes=8,2
stopsignal=QuUIT
stopwaitsecs=18

1 user=root
redirect_stderr=true
stdout_logfile=/data/logs/kubernetes/kube-scheduler/scheduler.stdout.log
stdout_logfile maxbytes=64MB

" stdout_logfile backups=4
stdout_capture_maxbytes=1MB

o stdout_events_enabled=false

[root@hdss7-21 ~]# supervisorctl update

? kube-scheduler-7-21: stopped

i kube-scheduler-7-21: updated process group
[roct@hdss7-21 ~]# supervisorctl status

etcd-server-7-21 RUNNING pid 23637, uptime 1 day, 8:26:53
kube-apiserver-7-21 RUNNING pid 32591, uptime 2:86:22
kube-controller-manager-7-21 RUNNING pid 33357, uptime ©:18:37

% kube-scheduler-7-21 RUNNING pid 33458, uptime ©:81:18

3.6. REFETRARES

[root@hdss?-21 ~]# 1n -s /Jopt/apps/kubernetes/server/bin/kubectl /usr/local/bin/
[root@hdss?-21 ~]# kubectl get cs

i NAME STATUS MESSAGE ERROR
scheduler Healthy ok

» controller-manager Healthy ok
etcd-1 Healthy {"health™: "true"}

7 etcd-@ Healthy {"health™: "true"}

L oetcd-2 Healthy {"health™: "true"}



1 [root@hdss7-22 ~1# 1In -s fopt/apps/kubernetes/server/bin/kubectl Jusr/local/bin/
? [root@hdss7-22 ~]# kubectl get cs

5 NAME STATUS MESSAGE ERROR
4 controller-manager Healthy ok
5 scheduler Healthy ok
6 etecd-2 Healthy {"health™: "true"}
7 oetcd-1 Healthy {"health": "true"}
3 etcd-@ Healthy {"health™: "true"}

4. 12 EH T HERE

4.1. kubelet Zf=

1. & RIEF

iE % K AE hdss7-200 #:A4E
[root@hdss7-200 ~J1# cd /opt/certs/
[root@hdss7-200 certs]# vim kubelet—csr. json # ¥ T 7] G 11 kubelet
HL28 IP ¥ N3 hosts H
{
“CN”: ”"k8s-kubelet”,
"hosts”: [
”127.0.0.17,

”10.4.7.107,
”10.4.7.217,
710.4.7.227,
”10.4.7.237,
710.4.7.247,
”10.4.7.257,
”10.4.7.267,
”10.4.7.277,
”10.4.7.28”
1,
"key”: |
"algo”: “rsa”,
"size”: 2048
1
“names”: [

| “Cc”. "CN”,
"ST”: "beijing”,
"L”: ”"beijing”,
“0”: “od”,



”OU”: ”ops”

}

[root@hdss7-200 certs]# cfssl gencert —-ca=ca. pem
—ca—key=ca—key. pem —config=ca—-config. json —-profile=server
kubelet-csr. json | cfssl—-json -bare kubelet

2020/01/06 23:10:56 [INFO] generate received request

2020/01/06 23:10:56 [INFO] received CSR

2020/01/06 23:10:56 [INFO] generating key: rsa—-2048

2020/01/06 23:10:56 [INFO] encoded CSR

2020/01/06 23:10:56 [INFO] signed certificate with serial number
61221942784856969738771370531559555767101820379

2020/01/06 23:10:56 [WARNING] This certificate lacks a "hosts” field.
This makes it unsuitable for

websites. For more information see the Baseline Requirements for the
Issuance and Management

of Publicly-Trusted Certificates, v.1.1.6, from the CA/Browser
Forum (https://cabforum. org) ;

specifically, section 10.2.3 (“Information Requirements”).

[root@hdss7-200 certs]# 1s kubelet* -1

-rw—r——r—— 1 root root 1115 Jan 6 23:10 kubelet.csr

-rw—r——r—— 1 root root 452 Jan 6 23:10 kubelet—csr. json

“rw——————— 1 root root 1675 Jan 6 23:10 kubelet—key. pem

-rw—r——r—— 1 root root 1468 Jan 6 23:10 kubelet.pem

[root@hdss7-200 certs]# scp kubelet. pem kubelet-key. pem
hdss7-21:/opt/apps/kubernetes/server/bin/certs/

[root@hdss7-200 certs]# scp kubelet. pem kubelet-key. pem
hdss7-22:/opt/apps/kubernetes/server/bin/certs/

2. B & kubelet B B

kubelet FC B AE hdss7-21 hdss7-22 #AE\

* set-cluster # QIEFEEEMEMGELE, TLAIHEZ A k8s £# (5
5§

[root@hdss7-21 ~]# kubectl config set-cluster myk8s \
' --certificate-authority=/opt/apps/kubernetes/server/bin/certs/ca.pem \
% --embed-certs=true %
| --server=https://18.4.7.18:7443 \
= --kubeconfig=/opt/apps/kubernetes/conf/kubelet.kubeconfig

* set-credentials # Q& FIKS, BIH P& H P& P b A f
W, B RLE)E# Z AN ED



[root@hdss7-21 ~]# kubectl config set-credentials k8s-node \
--client-certificate=/opt/apps/kubernetes/server/bin/certs/client.pem %
--client-key=/opt/apps/kubernetes/server/bin/certs/client-key.pem \
--embed-certs=true \

--kubeconfig=/opt/apps/kubernetes/conf/kubelet.kubeconfig

* set—-context # W H context, BIHfE N S FEEREN N = &R

[root@hdss?-21 ~]# kubectl config set-context myk8s-context \
--cluster=myk8s \

--user=k8s-node \
--kubeconfig=/opt/apps/kubernetes/conf/kubelet.kubeconfig

X use—context # WHEYHIEHWE D context

[root@hdss7-21 ~]#  kubectl config use-context myk8s-context
--kubeconfig=/opt/apps/kubernetes/conf/kubelet.kubeconfig

3. B & kubelet B B

WP B HARELE—F naster 17 5 AT
M k8s—node I # e B MM system:node , ik k8s—node i ANHE&KIE
A A RLR .

[root@hdss7-21 ~]# vim k8s-node.yaml
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
1 metadata:
name: k3s-node
5 roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:node
subjects:
- apiGroup: rbac.authorization.ks8s.io
kind: User
name: k8s-node
[root@hdss7-21 ~]# kubectl create -f k8s-node.yaml
- clusterrolebinding.rbac.authorization.k8s.1o/k8s-node created
[root@hdss7-21 ~]# kubectl get clusterrolebinding k8s-node
NAME AGE
k8s-node 365

4. 3% pause EE
¥ pause B4 AN £ harbor FAH & EH, {NFE hdss7-200 #AE:



[root@hdss7-288 ~]# docker image pull kubernetes/pause

[root@hdss7-288 ~]# docker image tag kubernetes/pause:latest harbor.od.com/public/pause:latest
[root@hdss7-288 ~]# docker login -u admin harbor.od.com

[root@hdss7-288 ~]# docker image push harbor.od.com/public/pause:latest

5. B 5 3 A

£ node 5 A B &M A B3 kubelet, WA #: hdss7-21  hdss7-22

[root@hdss7-21 ~]# vim fopt/apps/kubernetez/zerver/bin/kubelet-startup.sh
2 #!/bin/sh

| WORK_DIR=%{dirname %{readlink -f £8))
S [ $7? -2q @ ] &% cd $WORK_DIR || exit

Jopt/apps/kubernetes/server/bin/kubelet 4
--anonymous-auth=false
--cgroup-driver systemd \
--cluster-dns 192.168.8.2 3\
11 --cluster-domain cluster.local
--runtime-cgroups=/systemd/system.slice 3
--kubelet-cgroups=/systemd/system.slice
--fail-swap-on="false"
--client-ca-file ./certs/ca.pem \
--tls-cert-file ./certs/kubelet.pem \
--tls-private-key-file ./certs/kubelet-key.pem \
--hostname-override hdss7-21.host.com A\
--image-gc-high-threshold 2@
--image-gc-low-threshold 18 4
--kubeconfig ../../conf/kubelet.kubeconfig \
--log-dir fdata/logs/kubernetes/kube-kubelet
--pod-infra-container-image harbor.od.com/public/pause:latest \
--root-dir /data/kubelet
[root@hdss7-21 ~]# chmod u+x fopt/apps/fkubernetes/server/bin/kubelet-startup.sh
[root@hdss7-21 ~]# mkdir -p fdata/logs/kubernetes/kube-kubelet /data/kubelet

[root@hdss7-21 ~]1# wvim fetc/supervisord.d/kube-kubelet.ini
[program: kube-kubelet-7-21]

14 command=/opt/apps/kubernetes/server/bin/kubelet-startup.sh
numprocs=1
directory=/opt/apps/kubernetes/server/bin
autostart=true
autorestart=true
startsecs=38

36 startretries=3
exitcodes=0,2

3% stopsignal=QUIT
stopwaitsecs=18

I user=root

redirect_stderr=true
stdout_logfile=/data/logs/kubernetes/kube-kubelet/kubelet.stdout.log
stdout_lopfile_maxbytes=64MB
stdout_logfile backups=5

45 stdout_capture_maxbytes=1MB

16 stdout_events_enabled=false



[rooct@hdss7-21 ~]#
[rooct@hdss7-21 ~]#
etcd-server-7-21
kube-apiserver-7-21
kube-controller-man
kube-kubelet-7-21
kube-scheduler-7-21
[root@hdss7-21 ~]#
NAME

i hdss7-21.host.com
hdss7-22.host.com

supervisorctl update
supervisorctl status

RUNNING
RUNNING
ager-7-21 RUNNING
RUNNING
RUNNING
kubectl get node
STATUS ROLES AGE
Ready <nonex 3ml3s
Ready <nonel 3ml3s

6. BT R AT

{8 kubectl get nodes FRHLFA Node i fiff o NS,

[root@hdss7-21 ~]#
MAME
hdss7-21.host.com
hdss7-22.host.com
[root@hdss7-21 ~]&
 node/hdss7-21.host.
[root@hdss7-21 ~]#
node /hdss7-21.host.
[root@hdss7-21 ~]#
i node/hdss7-22.host.
[root@hdss7-21 ~]#
node/hdss7-22.host.
[root@hdss7-21 ~]#

kubectl get node
STATUS ROLES
Ready {inoner

AGE
3ml3s
Ready 3ml3s
kubectl label node
com labeled
kubectl label node
com labeled

kubectl label node

<none’

com labeled
kubectl label node
com labeled
kubectl get node

pid
pid
pid
pid
pid

hdss7-21.host.

hdss7-22.host.

hdss7-22.host.

VERSION
vl.15.2
v1.15.2
hdss7-21.host.

com

Com

com

<am

23637, uptime 1 day, 14:56:25
32591, uptime 16:35:54

33357, uptime 14:48:99

37232, uptime @:81:88

33458, uptime 14:3@:58@
VERSION

v1.15.2

wl.15.F

" RAZ IR BLTE 07 B

node-role.kubernetes.lo/node=

node-role,kubernetes.io/master=
io/masters=

node-role.kubernetes.

node-role.kubernetesz.io/node=

MAME STATUS ROLES AGE VERSION
hdss7-21.host.com Ready master,node Tméds vl 152
hdss7-22 . host.com Ready masier,node Tméds yl 352

4.2. kube-proxy &3&

1. B RIEH
WEH % R AE hdss7-200 #:1E

[root@hdss7-200 ~J# cd /opt/certs/

[root@hdss7-200 certs]# vim kube—proxy-csr. json

piiReE)
{

“CN”: ”system:kube-proxy”,
"key”: |

"algo”: “rsa”,

"size”: 2048

b
” ”
names”: [
{

”C”: //CN//,

# CN H 522 k8s Wi



"ST”: "beijing”,
"L”: "beijing”,
"0”: “od”,

”OU” . ”ops”

}

[root@hdss7-200 certs]# cfssl gencert —-ca=ca.pem —ca—-key=ca—key.pem

—config=ca—-config. json -profile=client kube-proxy-csr.json |cfssl-json
—-bare kube-proxy-client

2020/01/07 21:45:53 [INFO] generate received request

2020/01/07 21:45:53 [INFO] received CSR

2020/01/07 21:45:53 [INFO] generating key: rsa—-2048

2020/01/07 21:45:53 [INFO] encoded CSR

2020/01/07 21:45:53 [INFO] signed certificate with serial number
620191685968917036075463174423999296907693104226

2020/01/07 21:45:53 [WARNING] This certificate lacks a “hosts” field.
This makes it unsuitable for

websites. For more information see the Baseline Requirements for the
Issuance and Management

of Publicly-Trusted Certificates, v.1.1.6, from the CA/Browser Forum
(https://cabforum. org) ;

[root@hdss7-200 certs]# ls kube—proxy-c* —1 # [K N kube-proxy {8 H ¥
P52 kube-proxy, AREMER client WEH, LA EEFE K HE CHIUER

-rw—r——r—— 1 root root 1005 Jan 7 21:45 kube—-proxy—-client.csr

—rw——————— 1 root root 1675 Jan 7 21:45 kube-proxy-client—key. pem

-rw—r——r—— 1 root root 1375 Jan 7 21:45 kube-proxy-client. pem

-rw—-r——r—— 1 root root 267 Jan 7 21:45 kube-proxy-csr. json

[root@hdss7-200 certs]# scp kube-proxy—-client—key. pem
kube—proxy-client. pem hdss7-21:/opt/apps/kubernetes/server/bin/certs/
100% 1375 870. 6KB/s 00:00

[root@hdss7-200 certs]# scp kube-proxy—-client—key. pem
kube-proxy-client. pem hdss7-22:/opt/apps/kubernetes/server/bin/certs/

2. 81| & kube—proxy EC B

EFTH node 5 B, W AR #: hdss7-21 , hdss7-22
[root@hdss7-21 "~]# kubectl config set-cluster myk8s \
——certificate—authority=/opt/apps/kubernetes/server/bin/certs/ca. pem

——embed-certs=true \
——server=https://10.4.7.10:7443 \
——kubeconfig=/opt/apps/kubernetes/conf/kube-proxy. kubeconfig



[root@hdss7-21 "~]# kubectl config set—credentials kube-proxy \

——client-certificate=/opt/apps/kubernetes/server/bin/certs/kube-prox
y—client. pem \

——client-key=/opt/apps/kubernetes/server/bin/certs/kube-proxy-client
~key. pem \

——embed-certs=true \

——kubeconfig=/opt/apps/kubernetes/conf/kube-proxy. kubeconfig

[root@hdss7-21 ~]# kubectl config set—context myk8s—context \
——cluster=myk8s \

——user=kube-proxy \

——kubeconfig=/opt/apps/kubernetes/conf/kube-proxy. kubeconfig

[root@hdss7-21 “1#  kubectl config use—context myk8s—context
——kubeconfig=/opt/apps/kubernetes/conf/kube-proxy. kubeconfig

3. IN#E, ipvs BEIR

kube—-proxy L4 3 MR EIHEH A, 752 namespace, iptables, ipvs,
Hd ipvs M fe & 4F -

[root@hdss7-21 ~J# for i in $(s /usr/lib/modules/$ (uname
-r)/kernel/net/netfilter/ipvs|grep —o ”"[".1%”) ;do echo $i; /sbin/modinfo
-F filename $i >/dev/null 2>&1 && /sbin/modprobe $i;done

[root@hdss7-21 ~]# lsmod | grep ip vs # BFH ipvs filk

4. B B B A



|

| [root@hdss7-21 ~1# vim fopt/apps/kubernetes/server/bin/kube-proxy-startup.sh
' #i/bin/sh

I WORK_DIR=%{dirname $({readlink -f $8))

[ $2 -eq @ ] && cd $WORK_DIR || exit

foptfapps/kubernetes/server/bin/kube-proxy \
--cluster-cidr 172.7.0.8/16 \
--hostname-override hdss7-21.host.com 3
--proxy-mode=ipwvs
--ipvs-scheduler=ng \
--kubeconfig ../../conffkube-proxy.kubeconfig

[root@hdss?-21 ~]# chmod u+x fopt/apps/kubernetes/server/bin/kube-proxy-startup.sh

[root@hdss7-21 ~]1# mkdir -p /data/logs/kubernetes/kube-proxy
[root@hdss7-21 ~]1# wim fetc/supervisord.d/kube-proxy.ini

[program: kube-proxy-7-21]

command=/opt/apps/kubernetes/server/bin/kube-proxy-startup.sh

numprocs=1

o directory=/opt/apps/kubernetes/server/bin

2 autostart=true

autorestart=true
startsecs=38
startretries=3
exitcodes=8,2
stopsignal=QUIT
stopwaitsecs=18
user=root

redirect_stderr=true
stdout_logfile_maxbytes=64MB
stdout_logfile_backups=5
stdout_capture_maxbytes=1MB

stdout_events_enabled=false

[root@hdss7-21 ~]# supervisorctl update

5. B EFE B

[root@hdss7-21 ~]# supervisorctl status

 etcd-server-7-21 RUNNING pid

=)

kube-apiserver-7-21 RUNNING pid
kube-controller-manager-7-21 RUNNING pid
kube-kubelet-7-21 RUNNING pid
kube-proxy-7-21 RUNNING pid
kube-scheduler-7-21 RUNNING pid

[root@hdss7-21 ~]# yum install -y ipvsadm
[root@hdss7-21 ~]# ipvsadm -Ln
IP Virtual Server version 1.2.1 (size=4898)
Prot LocalAddress:Port Scheduler Flags
-» RemotedAddress:Port
TCP 192.168.9.1:443 ng
-» 18.4.7.21:6443 Masg 1
-» 18.4.7.22:6443 Masg 1

23837,
32591,
33357,
37232,
47088,
33458,

uptime
uptime
uptime
uptime
uptime
uptime

oo~ N = T R R+ ]

! stdout_logfile=/data/logs/kubernetes/kube-proxy/proxy.stdout.log

days,
day,
day,

132:81
t@E:19

day,

B:27:18
2:26:47
@a:11:82

@:81:43

Forward Weight ActiveConn InActConn



! [root@hdss7-21 ~]# curl -I 172.7.21.2
HTTP/1.1 288 OK
i Server: nginx/1.17.6
Date: Tue, @7 Jan 2828 14:28:46 GMT
Content-Type: text/html
Content-Length: 612
Last-Modified: Tue, 19 Nov 2819 12:5@0:88 GMT
% Connection: keep-alive
ETag: "Sdd3e588-2&4"
@ Accept-Ranges: bytes

[root@hdss7-21 ~1# curl -I 172.7.22.2 # $CRESHES, TERESSEE

5. % O iEH SR
5.1 CNI PRt

kubernetes Bt J AR, {H & pod Z [B3EAE ) EARSZINAZ 25 7 ONT 144
. 55 FH ) CNT P 28486444 : Flannel . Calico. Canal. Contiv &, H ' Flannel
I Calico (5 Eb4%E1T 80%, Flannel [5EGEEZ T Calico. ANV Ef# A Flannel
VE MG . W LA hdss7-21, hdss7-22

1. 223 Flannel

github #uilik: https://github. com/coreos/flannel/releases

WM HLES hdss7-21, hdss7-22

[root@hdss7-21 ~J# cd /opt/src/

[root@hdss7-21 srcl# wget
https://github. com/coreos/flannel/releases/download/v0. 11. 0/flannel—
v0.11.0-1linux—amd64. tar. gz

[root@hdss7-21 srcl# mkdir /opt/release/flannel-v0.11.0 # [KN
flannel R4 6L N & A & H %

[root@hdss7-21 srcl# tar —xf flannel-v0. 11.0-linux—amd64. tar. gz —C
/opt/release/flannel-v0.11.0

[root@hdss7-21 srcl# ln -s /opt/release/flannel-v0.11.0
/opt/apps/flannel

[root@hdss7-21 srcl# 11 /opt/apps/flannel

lrwxrwxrwx 1 root root 28 Jan 9 22:33 /opt/apps/flannel —>
/opt/release/flannel-v0.11.0

2. % IiEH

# flannel FEIMUE PimEIFM151E eted, FEHKIUER

[root@hdss7-21 src]# mkdir /opt/apps/flannel/certs

[root@hdss7-200 ~]# cd /opt/certs/

[root@hdss7-200 certs]# scp ca.pem client-key.pem client.pem


https://github.com/coreos/flannel/releases

hdss7-21:/opt/apps/flannel/certs/

3. Bl B B A

W R #E hdss7-21, hdss7-22

[root@hdss7-21 srcl# vim /opt/apps/flannel/subnet.env # €& T/
58, 7-22 1 subnet HFEZ K

FLANNEL NETWORK=172.7.0.0/16

FLANNEL SUBNET=172.7.21.1/24

FLANNEL MTU=1500

FLANNEL IPMASQ=false

[root@hdss7-21 srcl# /opt/apps/etcd/etedctl set
/coreos. com/network/config ~ {"Network”: 7172.7.0.0/16”, “Backend”:
{"Type”: "host-gw”}}’

[root@hdss7-21 srcl# /opt/apps/etcd/etedctl get
/coreos. com/network/config # RFEEME—6 eted Hl8s LR E BT LL T

{"Network”: 7172.7.0.0/16”, ”“Backend”: {’Type”: “host-gw”}}

I # public-ip MFHIP, iface AHEEENIFFE
2 [root@hdss7-21 src]# vim fopt/apps/flannel/flannel-startup.sh
3 #i/bin/sh

5 WORK_DIR=%2({dirname $(readlink -f %8))
6 [ %7 -eq # ] && cd $WORK DIR || exit

. fopt/fapps/flannel/flanneld
--public-ip=10.4.7.21 \

--etcd-endpoints=https://10.4.7.12:2379,https://10.4.7.21:2379,https://10.4.7.22:2379

11 --etcd-keyfile=./certs/client-key.pem %
--etcd-certfile=. fcerts/client.pem
--etcd-cafile=./certs/ca.pem \
--iface=ens3i2 \
--subnet-file=./subnet.env \
--healthz-port=2481
7 [root@hdss7-21 src]# chmod u+x fopt/apps/flannel/flannel-startup.sh

-

3



[root@hds=7-21 srcl# vim fetc/supervisord.d/flannel.ini

[program: flanneld-7-21]

command=/opt/apps/flannel/flannel-startup.

numprocs=1

directory=/opt/fapps/flannel

 autostart=true

oo

" autorestart=true

startsecs=38

startretries=3

| exitcodes=8,2

stopsignal=QUIT

12 stopwaitsecs=18

13 user=root

redirect_stderr=true

5 stdout_logfile maxbytes=64MB
' stdout_logfile_backups=5

stdout_capture_maxbytes=1MB

1 stdout_events_enabled=false
[root@hdss7-21 srcl# mkdir -p fdata/logs/flanneld/

2 flanneld-7-21:

[root@hdss7-21 srcl# supervisorctl update
added process group

[root@hdss7-21 srcl# supervisorctl status

Connection: keep-alive
ETag: "S5dd3eS588-264"

14 Accept-Ranges: bytes

4 =

sh

5. i & pod [8] IP & 4% ] {8
Fi A Node E#:4E, EIfL{k NAT W4

5 stdout_logfile=/data/logs/flanneld/flanneld.stdout.log

; the program (relative use
; number of processes copie
; directory to cwd to befor
; start at supervisord star
;3 retstart at unexpected qu:
; number of secs prog must

3 max # of serial start fai
; "expected' exit codes for
; signal used to kill proce
3 max num secs to wait b4 5.
; setuid to this UNIX accou
; redirect proc stderr to s-
NOKE for
; max # logfile bytes b4 ro
; # of stdout logfile backu
; number of bytes in

;3 stderr log path,

'captul

; emit events on stdout wri

etcd-server-7-21 RUMNING pid 1058, uptime -1 day, 16:33:25
5 flanneld-7-21 RUNMING pid 13154, uptime 9:88:38
26 kube-apiserver-7-21 RUNNING pid 1861, uptime -1 day, 16:33:25
! kube-controller-manager-7-21 RUNNING pid 1968, uptime -1 day, 16:33:25
& kube-kubelet-7-21 RUNMNING pid 1852, uptime -1 day, 16:33:25
29 kube-proxy-7-21 RUNNING pid 1882, uptime -1 day, 16:33:25
i kube-scheduler-7-21 RUNMNING pid 1@82, uptime -1 day, 16:33:25
-
| r
4. 5 UE #5 P 48 5 |
1 [root@hdss7-21 src]# kubectl get pods -0 wide
2 NAME READY STATUS RESTARTS AGE IP MNODE
nginx-ds-7db29 171 Running 1 2d 3 B T el hds=z7-22.host.com
nginx-ds-vyvsz7 1/ Running 1 2d EFE . P T hdsz7-21.host.com
[root@hdss7-21 src]# curl -I 172.7.22.2
HTTR/1.1 288 OK
7 Serwver: nginx/1.17.6
& Date: Thu, 99 Jan 2020 14:55:21 GMT
Content-Type: text/html
) Content-Length: 612
1 Last-Modified: Tue, 19 Mov 281% 12:50:B8 GMT

HOM:
<nol
<nol



# Mood aEFEM GG ped ofd, FEpod bRESEIRIMAN pod & FEMMAL

[root@nginx-ds-jdp7q /1# tail -f /fusr/flocal/nginx/logsfaccess.log

1€.4.7.22 - - [13/3an/f2020:13:13:35 +Bee8] "GET S/ HTTP/1.1" 288 12 "-" "curlf7.29.8"
1 18.4.7.22 - - [13/Jan/20208:13:14:27 +88@8] "GET / HTTP/1.1" 200 12 "-" "curl/7.29.8"
18.4.7.22 - - [13/3an/f2020:13:54:28 +@e88] "HEAD f HTTP/1.1" 208 @ "-" "curl/7.29.8"
18.4.7.22 - - [13/]an/20208:13:54:25 +peee] "HEAD / HTTP/l.1" 28e @& "-" "curl/7.29.8"

7 [root@hdss7-21 ~1# iptables-save |grep POSTROUTING|grep docker # S|% [o]SRgh40m)
-A POSTROUTING -5 172.7.21.8/24 ! -o docker® -j MASQUERADE

[root@hdss7-21 ~J# yum install -y iptables-services

[root@hdss7-21 ~]# systemctl start iptables.service ; systemctl enable
iptables.service

# FBELIEAIN:

[root@hdss7-21 ~]# iptables-save |grep POSTROUTING|grep docker

-A POSTROUTING -s 172.7.21.0/24 ! -0 docker0 -j MASQUERADE

[root@hdss7-21 ~]# iptables-save | grep -i reject

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

# AR

[root@hdss7-21 ~]# iptables -t nat -D POSTROUTING -s 172.7.21.0/24 ! -o
docker0 -] MASQUERADE

[root@hdss7-21 ~J# iptables -t nat -1 POSTROUTING -s 172.7.21.0/24 ! -d
172.7.0.0/16 ! -0 docker0 -] MASQUERADE

[root@hdss7-21 ~]# iptables -t filter -D INPUT -] REJECT --reject-with
icnp-host-prohibited

[root@hdss7-21 ~]# iptables -t filter -D FORWARD -j REJECT --reject-with
icnp-host-prohibited

[root@hdss7-21 ~]# iptables-save > /etc/sysconfig/iptables

# BB ENHidoodid . BrpodfiIpP

[roct@nginx-ds-jdp7q /F1# tail -f fusr/local/nginx/logs/access.log

172.7.22.2 - - [13/)an/f2026:14:15:39 +68@e8] "HEAD / HTTP/s1.1" 280 @ "-" "curl/7.29.8"
172.7.22.2 - - [13/Jan/2028:14:15:47 +@@@@] "HEAD / HTTP/1.1" 28@ @ " "curl/7.29.8"
172.7.22.2 - - [13/7an/2828:14:15:48 +8888] "HEAD / HTTP/1.1" 260 @ ' "curl/7.29.8"
172.7.22.2 - - [13/Jan/2082@:14:15:48 +088@] "HEAD / HTTP/1.1" 280 @ " "curlsF.29.8"%

m @ @ @

5.2 CoreDNS

CoreDNS FH T 92 #l service —> cluster IP £ DNS fi#t#r . VA #5105 A £ 3 k8s
LR, B k8s HITEH, MERANBRIENERE.

1. B B yaml X FE



1E hdss7-200 . & yaml X, FH@E T Hitp 7 A EEH yaml 3§ 5304
« M E nginx EIIENL ( hdss7-200 )

[root@hds=7-280 ~]1# vim fetc/nginx/conf.d/k8s-yaml.od.com.conf
server {
listen 88 ;

server_name k8s-yaml.od.com;

location / {
autoindex on;
default_type text/plain;
root /data/k8s-yaml;

11 %
[root@hdss7-288 ~]# mkdir /data/kBs-yeml;
[root@hdss7-280 ~]# nginx -qt && nginx -z reload

* Mt & dns M (hdss7-11)

[root@hdss7-11 ~1# vim fvar/named/od.com.zone
* [root@hdss7-11 ~1# cat fvar/inamed/od.com.zone

$ORIGIN od.com.

STTL 608 ; 18 minutes

5@ IN SOA dns.od.com. dnsadmin.od.com. (
2828811381 : serial
lagee ; refresh (3 hours)
1] ; retry (15 minutes)
6A480a ; expire (1 week)
36488 5 minimum {1 day)
i

NS dns.od.com.
ZTTL 6@ ; 1 minute

dns A 18.4.7.11
harbor & 18.4.7.288
k8s-yaml & 18.4.7.288

[root@hdss7-11 ~]# systemctl restart named

2. coredns H) %¢ Y5 B34

VE R CAEE S| hdss7-200: /data/k8s—yaml/coredns/coredns 1.6.1/
* rabc. yaml



1 gpiVersion: wl
kind: ServiceAccount
metadata:
name: coredns
namespace: kube-system
labels:
kubernetes.iofcluster-service: "true”
gddonmanager .kubernetes.io/mode: Reconcile
gpiVersion: rbac.suthorization.k8s.io/vl
kind: ClusterRole
metadata:
labels:
a4 kubernetes.io/bootstrapping: rbac-defaults
gddonmanager.kubernetes.io/mode: Reconcile
name: system:coredns
rules:
- apiGroups:
resources:
21 - endpoints
- sarvices
- pods
- namespaces
25 verbs:
- list
- watch
29 apiVersion: rbac.authorization.k8s.io/vl
38 kind: ClusterRoleBinding
metadata:
annotaticns:
rbac.authorization.kubernetes.io/autoupdate:
labels:
kubernetes.io/bootstrapping: rbac-defaults
addonmanager .kubernetes.io/mode: EnsureExists
name: system:coredns
3% roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
41 name: system:coredns
subjects:
- kind: ServiceAccount
name: coredns

namespace: kube-system

* configmap. yaml

"true”



1 apiVersion: wil
2 kind: ConfigMap
metadata:
name: coredns
namespace: kube-system
y data:
Corefile: |
Sl
errors
log
11 health
ready
13 kubernetes cluster.local 192.168.8.8/16
forward . 18.4.7.11
15 cache 3@
lpoop
reload

loadbalance

*deployment. yaml



1 apiversion: apps/vl
! kind: Deployment
1 metadata:
name: coredns
namespace: kube-system
labels:
k8s-app: coredns
kubernetes.io/name: "CorsDNS"
} spec:
replicas: 1
selector:
matchlLabels:
k8s-app: coredns
template:
metadata:
labels:
k8s-app: coredns
spec:
priorityClasshame: system-cluster-critical
servicefccountMame: coredns
containers:
- name: coredns
image: harbor.od.com/public/coredns:vl.6.1
BrEs:
- -conf
- fetc/coredns/fCorefile
volumeMounts:
- name: config-volume
15 mountPath: fetc/coredns
ports:
- containerPort: 53
name: dns
protocol: UDP
- containerPort: 53
name: dns-tcp
protocol: TCP
- containerPort: 9153
name: metrics
protocol: TCP
livenessProbe:
httpGet:
path: /health
port: 808G
scheme: HTTP
initialDelaySeconds: &8
timeoutSeconds: 5
17 successThreshold: 1
48 failureThreshold: 5
dnsPolicy: Default
volumes:
- name: config-volume
configMap:
name: coredns
items:
- key: Corefile
path: Corefile

* service. yaml



apiVersion: vi
kind: Service
metadata:
name: coredns
namespace: kube-system
labels:
k8s-app: coredns
kubernetes.iofcluster-service: "true”
kubernetes.io/name: "CoreDhs"”
spec:
selector:
k8s-app: coredns
clusterIP: 192.168.08.2

ports:
- name: dns
port: 53

protocol: UDP
- name: dns-tcp

port: 53
- name: metrics
port: 9153

protocol: TCP

3. 24} coredns %] K8s

# MR

[root@hdss7-200 ~]# docker pull coredns/coredns:1.6.1 [root@hdss7-200 ~]# docker
image tag coredns/coredns:1.6.1 harbor.od.com/public/coredns:v1.6.1

[root@hdss7-200 ~]# docker image push harbor.od.com/public/coredns:v1.6.1

# 24 coredns

[root@hdss7-21 ~]# kubectl apply -f
http://k8s-yaml.od.com/coredns/coredns_1.6.1/rbac.yaml

[root@hdss7-21 ~]# kubectl apply -f
http://k8s-yaml.od.com/coredns/coredns_1.6.1/configmap.yaml

[root@hdss7-21 ~]# kubectl apply -f
http://k8s-yaml.od.com/coredns/coredns_1.6.1/deployment.yaml

[root@hdss7-21 ~]# kubectl apply -f

http://k8s-yaml.od.com/coredns/coredns_1.6.1/service.yaml
[root@hdss7-21 ~]# kubectl get all -n kube-system -o wide

NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE  READINESS GATES
pod/coredns-6b6c4f9648-4vtcl  1/1 Running 0 38s  172.7.213
hdss7-21.host.com  <none> <none>

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE  SELECTOR

service/coredns  ClusterlP  192.168.0.2  <none> 53/UDP,53/TCP9153/TCP

29s  k8s-app=coredns



NAME READY UP-TO-DATE AVAILABLE AGE
CONTAINERS  IMAGES SELECTOR
deployment.apps/coredns 1/1 1 1 39s  coredns
harbor.od.com/public/coredns:v1.6.1  k8s-app=coredns

NAME DESIRED CURRENT READY AGE
CONTAINERS  IMAGES SELECTOR
replicaset.apps/coredns-6b6c4f9648 1 1 1 39s  coredns

harbor.od.com/public/coredns:v1.6.1
k8s-app=coredns,pod-template-hash=6b6c4f9648

4. M dns

# Bl service

[root@hdss7-21 ~# kubectl create deployment nginx-web
--image=harbor.od.com/public/nginx:src_1.14.2

[root@hdss7-21 ~]# kubectl expose deployment nginx-web --port=80 --target-port=80
[root@hdss7-21 ~]# kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
kubernetes  ClusterlP  192.168.0.1 <none> 443/TCP  8d
nginx-web ClusterlP  192.168.164.230  <none> 80/TCP 8s

# ik DNS, SEE£5MA T4 B FQDN(Fully Qualified Domain Name), £3E%&
[root@hdss7-21 ~J# dig -t A nginx-web.default.svc.cluster.local @192.168.0.2 +short # A
M fEAT OK

192.168.164.230

[root@hdss7-21 ~J# dig -t A www.baidu.com @192.168.0.2 +short # FMNMfE4T OK
www.a.shifen.com.

180.101.49.11

180.101.49.12

5.3 Ingress-Controller

service &4 — 4 pod FHL K, ML T — 4 cluster ip Al service name [
G—Pim N, B T pod 1 ip Ak ingress &—METLEM
MERFREN, WB/FAEZMEMNIEAEE location i & K FIHEE M service I,
1M ingress A& — P AL, k8s W HB I ¥ A B i AR 77 78 B F ;0 % % .

ingress—controller & —/NMUBELAR S 2%, ¥ ingress 19K E 3 1E LB O
A, WHMA nginx, traefik, haproxy. {HETE k8s &£#H, BEIEH traefik,
PERE L haroxy 5 K, BEHEEAT EEHELMS, L EHIEM ingress—controller,
github #ilik: https://github. com/containous/traefik

1. BE B traefik BIEIE A


https://github.com/containous/traefik

TH B SCAEAET 3] hdss7-200: /data/k8s—yaml/traefik/traefik 1.7.2
* rbac. yaml

apiVersion: wil
kind: ServicehAccount
metadata:
name: traefik-ingress-controller
namespace: kube-system
apiVersion: rbac.authorization.k8s.ic/vlbetal
kind: ClusterRole
i metadata:
name: traefik-ingress-controller
rules:
- apiGroups:
resgurces:
- services
- endpoints
- secrets
18 verbs:
- get
- list
- watch
- @apiGroups:
- extensions
Fresources:
- ingresses
verbs:
- get
- list
- watch
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
3 metadata:
name: traefik-ingress-controller
roleRef:
apiGroup: rbac.suthorization.k8s.io
kind: ClusterRole
name: traefik-ingress-controller
subjects:
- kind: Servicefccount
name: traefik-ingress-controller

namespace: kube-system

x daemonset. yaml



1 apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: traefik-ingress
namespace: kube-system
labels:

k8s-app: traefik-ingress

g spec:
template:
metadata:
labels:
k8s-app: traefik-ingress
name: traefik-ingress
spec:

servicefccountilame: traefik-ingress-controller
terminationGracePeriocdSeconds: 68
containers:
18 - image: harbor.od.com/public/traefik:v1.7.2
19 name: traefik-ingress
ports:
- name: controller
23 containerPort: 88
hostPort: 81
- name: admin-web
containerPort: B8E@
securityContext:
capabilities:
drop:
—REL
add:
- NET_BIND_SERVICE
args:
- --api
- --kubernetes
- --loglevel=INFO
- --insecureskipverify=true
- --kubernetes.endpoint=https://18.4.7.108:7443
- --accesslog
- --accesslog.filepath=/var/log/traefik_access.log
- --traefiklog
41 - --traefiklog.filepath=/var/log/traefik.log

- --metrics.prometheus

x service. yaml



kind: Service
! apiVersion: wl
3 metadata:
name: traefik-ingress-service
namespace: kube-system
6 spec:
selector:

k8s-app: traefik-ingress

ports:
- protocol: TCP
port: 88

name: controller
--protocol: TCP

port: 3839

name: admin-web

xingress. yaml

apiVersion: extensions/vlbetal
? kind: Ingress
3 metadata:
name: traefik-web-ui
namespace: kube-system
annotations:
kubernetes.io/ingress.class: traefik
i spec:
rules:
- host: traefik.od.com

http:
12 paths:
3 - path: /
backend:

serviceMame: trasfik-ingress-service
servicePort: 2088

« fE & B AR

[root@hdss7-200 traefik_1.7.2]# docker pull traefik:v1.7.2-alpine

[root@hdss7-200 traefik_1.7.2]# docker image tag traefikiv1.7.2-alpine
harbor.od.com/public/traefik:v1.7.2

[root@hdss7-200 traefik_1.7.2]# docker push harbor.od.com/public/traefik:v1.7.2

2. 24} traefik %] k8s

[root@hdss7-21 ~]# kubectl apply -f http://k8s-yaml.od.com/traefik/traefik_1.7.2/rbac.yaml
[root@hdss7-21 ~J# kubectl apply -f http://k8s-yaml.od.com/traefik/traefik 1.7.2/daemonset.yaml
[root@hdssT7-21 ~1# kubectl apply -f http://k8s-yaml.od.com/traefik/traefik_1.7.2/service.yaml
[root@hdss7-21 ~]# kubectl apply -f http://k8s-yaml.od.com/traefik/traefik_1.7.2/ingress.yaml



[root@hdss7-21 ~]# kubectl pet pods -n kube-system -o wide

MAME READY STATUS RESTARTS AGE IP NODE

coredns-ebbcdfo9648-4vtcl 171 Running 1 24h 172,21, 3 hdss7-21.host.con
i traefik-ingress-4gmiw 171 Running a i7s ¢ e {0 B L hdss7-21.host.con

traefik-ingress-hwr2j 171 Running a 77s G IR hdss7-22.host.con

[root@hdss7-21 ~]# kubectl get ds -n kube-system

MNAME DESIRED CURRENT READY UP-TO-DATE AVATLABLE NODE SELECTOR AGE

traefik-ingress 2 2 2 2 i <none 187s

3. BEL B 4M nginx Iy
* fF hdss7-11, hdss7-12 Wl '® nginx L7 ¥ K

[root@hdss7-11 ~]# vim fetc/nginx/conf.dfod.com.conf
2 sepver

server_name *.od.com;

location /
proxy_pass http://default_backend _traefik;
proxy_set_header Host $http host;
proxy_set_header x-forwarded-for $proxy_add_x_forwarded_for;

upstream default_backend_traefik {
# FiERInodesEimiFlupstreamd
server 10.4.7.21:81 max_fails=3 fail_ timeout=18s;
server 1@0.4.7.22:81 max_fails=3 fail_timeout=18s;

¥
17 [root@hdss7-11 ~]# nginx -tq && nginx -s reload

* Jid B dns fEHT

I [root@hdss7-11 ~]# vim /fvar/named/od.com.zone
? $0RIGIN od.com.
$TTL 628 ; 1@ minutes

4 @ IN S0& dns.od.com. dnsadmin.od.com.
2028011382 ; serial
18288 ;3 refresh (3 hours)
9ae ; retey (15 minutes)
GA4E08 ; expire (1 week)
364806 5 minimum (1 day)
]

11 NS dns.od.com.
© $TTL 6@ ; 1 minute

dns ) 1e.4.7.11
harbor A 16.4.7.2688
5 k8s-yaml A 1a.4.7.288
6 traefik A 18.4.7.18

17 [root@hdss?-11 ~]# systemctl restart named



* &E traefik M7

O o FET | traefik o comi/dsshboand a8 C g h ® =
! PROVIDEES HEALTH V172 MASDELES DOCUMENTATION
q =
M
[ rmontmos ) sacxanos

Sotr Bule

Wity Pty E

B e =

5.4 Dashboard
1. BEREFEFER

VE A E S hdss7-200: /data/k8s—yaml/dashboard/dashboard 1.10. 1

* & A

# OB AR E %

# A wo# & B OB, & vk U M k8s.ger.io , B K
registry.aliyuncs. com/google containers

[root@hdss7-200 & docker image pull
registry.aliyuncs. com/google containers/kubernetes—dashboard-amd64:v
1.10.1

[root@hdss7-200 & docker image tag f9aed6605b81
harbor. od. com/public/kubernetes—dashboard-amd64:v1. 10. 1

[root@hdss7-200 & docker image push
harbor. od. com/public/kubernetes—dashboard-amd64:v1. 10. 1

* rbac. yaml



apiVersion: vl
kind: ServiceAccount
metadata:
labels:
kB8s-app: kubernetes-dashboard
addonmanager.kubernetes.io/mode: Reconcile
name: kubernetes-dashboard-admin

namespace: kube-system

@ @piVersion: rbac.authorization.kd8s.io/vl

kind: ClusterRoleBinding
metadata:
name: kubernetes-dashboard-admin
namespace: kube-system
labels:
k8z-app: kubernetes-dashboard
gddonmanager.kubernetes.io/mode: Reconcile
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: kubernetes-dashboard-admin
namespace: kube-system

* deployment. yaml



apiVersion: extensions/vilbetal
2 kind: DaemonSet
metadata:
name: traefik-ingress
namespace: kube-system
labels:
k8s-app: traefik-ingress

8 spec:
template:
1e metadata:
labels:
13 k8s-app: traefik-ingress
name: traefik-ingress
spec:

serviceAccountMame: traefik-ingress-controller
16 terminationGracePeriodSeconds: 6@
containers:
- image: harbor.od.com/public/traefik:v1.7.2
name: trasfik-ingress
20 ports:
- name: cantroller
containerPort: 3@
hostPort: 81
- name: admin-web
containerPort: B@3e
securityContext:
capabilities:
28 drop:
=-ALL
add:
- NET_BIND_SERVICE
args:
- ~—api
34 - =--kubernetes
- --loglevel=INFO
- --insecureskipverify=true
- --kubernetes.endpoint=https://16.4.7.10:7443
- --accesslog
- --accesslog.filepath=/var/log/traefik_access.log
- =--traefiklog
- --traefiklog.filepath=/var/log/traefik.log

42 - --metrics.prometheus

* service. yaml



kind: Service
apiversion: vl
metadata:
name: traefik-ingress-service
namespace: kube-system
& spec:
selectaor:

k8s-app: traefik-ingress

ports:
- protocol: TCP
11 port: 3@

name: controller
- protocel: TCP
port: 3836

name: admin-web

* ingress. yaml

apiVersion: extensions/vibetal
2 kind: Ingress
metadata:
name: traefik-web-ui
namespace: kube-system
annotations:
kubernetes.io/ingress.class: traefik
spec:
rules:

- host: traefik.od.com

http:
paths:
- path: /
backend:

serviceName: traefik-ingress-service

servicePort: B@3@

* & B

[root@hdss7-200 traefik 1.7.2]# docker pull traefik:vl.7.2-alpine

[root@hdss7-200 traefik 1.7.2]# docker image tag
traefik:vl.7.2-alpine harbor. od. com/public/traefik:v1. 7.2
[root@hdss7-200 traefik 1.7.2]# docker push

harbor. od. com/public/traefik:vl. 7.2

2. 24} traefik %] k8s



* fF hdss7-11, hdss7-12 Wl 'E nginx L7 ¥ K&

[root@hdss7-11 ~]# vim fetc/nginx/conf.d/od.com.conf
server {

server_name *.od.com;

location / {
proxy_pass http://default_backend_traefik;
proxy_set_header Host Fhttp_host;

proxy_set header x-forwarded-for $proxy_add x_ forwarded for;

12 upstream default_backend traefik {
# FiEHRInodes & Elupstreamh
14 server 18.4.7.21:81 max_fails=3 fail timeout=18s;
server 10.4.7.22:81 max_fails=3 fail timeout=18s;
16 }
17 [root@hdss?-11 ~]# nginx -tg &3& nginx -s relead

* Jid B dns fEHT

1 [root@hdss7-11 ~]# vim fvar/named/od.com.zone
2 $0RIGIM od.com.
S $TTL 68@ ; 16 minutes

L@ IN S0A dns.od.com. dnsadmin.od.com. (
2820011362 ; serial
123008 ; refresh (3 hours)
=] ; retry (15 minutes)
B 684800 ; expire (1 week)
36400 5 minimum {1 day)
16 )

NS dns.od.com.

12 $TTL 6@ ; 1 minute

dns A 12.4.7.11
14 harbor A 18.4.7.280
15 k8s-yaml A 18.4.7.200
6 traefik A 18.4.7.18

17 [root@hdss7-11 ~]# systemctl restart named

* &HE traefik M7



F4 | taefikodcom dashbond “ @ C g % 8 = @

WiEd ) MARDLLES DOCUMEN TATION

Entry Foint

5.5 Dashboard
1. REERFEFE

SE B 7% hdss7-200: /data/k8s—yaml/dashboard/dashboard 1. 10. 1

* HERHIR

# BRAER

# A W R B, B ¥ Ui M Kk8s.ger.io . B K
registry. aliyuncs. com/google containers

[root@hdss7-200 k- docker image pull
registry. aliyuncs. com/google containers/kubernetes—dashboard-amd6
4:v1.10. 1

[root@hdss7-200 k- docker image tag f9aed6605b81
harbor. od. com/public/kubernetes—dashboard—amd64:v1. 10. 1

[root@hdss7-200 k- docker image push
harbor. od. com/public/kubernetes—dashboard—amd64:v1. 10. 1

* rbac. yaml



apiversion: wl
kind: ServiceAccount
metadata:
labels:
k&s-app: kubernetes-dashboard
addonmanager.kubernetes.io/mode: Reconcile
name: kubernetes-dashboard-admin
namespace: kube-system
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: kubernetes-dashboard-admin
namespace: kube-system
labels:
k8s-app: kubernetes-dashboard
addonmanager.kubernetes.io/mode: Reconcile
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: kubernetes-dashboard-admin

namespace: kube-system

* deployment. yaml



1 apiVersion: apps/vl
! kind: Deployment
metadata:
name: kubernetes-dashboard
namespace: kube-system
labels:
k8s-app: kubernetes-dashboard
kubernetes.iofcluster-service: "true”
addonmanager.kubernetes.io/mode: Reconcile
spec:
selector:
. matchlLabels:
k8s-app: kubernetes-dashboard
template:
metadata:
16 labels:
f k8s-app: kubernetes-dashboard
annotations:
scheduler.alpha.kubernetes.io/critical-pod: *°
spec:
priorityClassName: system-cluster-critical
containers:
- name: kubernetes-dashboard
image: harbor.od.com/public/kubernetes-dashboard-amde4:vl.16.1
resources:
limits:
cpu: 188m
memory: 3I88Mi
requests:
cpu: 58m
memory: 188Mi
ports:
- containerPort: 8443
protocol: TCP
args:
# PLATFORM-SPECIFIC ARGS HERE
- --auto-generate-certificates
volumeMounts:
- name: tmp-volume
mountPath: Stmp
1 livenessProbe:
12 httpGet:
scheme: HTTPS
path: /
port: 8443
initialDelaySeconds: 3@
timeoutSeconds: 389
volumes:
45 - name: tmp-volume
56 emptyDir: {}
51 serviceAccountMame: kubernetes-dashboard-admin
tolerations:
- key: "CriticaladdonsOnly"
operator: “"Exists"

* service. yaml



apiVersion: vi1
' kind: Serwvice
3 metadata:
name: kubernetes-dashboard
namespace: kube-system
labels:
k8s-app: kubernetes-dashboard
kubernetes.iofcluster-service: "trus"
addonmanager. kubernetes.io/mode: Reconcile
8 spec:
selector:
kBs-app: kubernetes-dashboard
ports:
- port: 443
targetPort: 8443

* ingress. yaml

apiVersion: extensions/vilbetal
2 kind: Ingress
metadata:
name: kubernetes-dashboard
namespace: kube-system
annotations:
kubernetes.io/ingress.class: traefik
spec:
rules:
- host: dashboard.od.com
http:
paths:
- backend:
serviceName: kubernetes-dashboard

servicePort: 443

2. 22} dashboard %) k8s

[root@hdss7-21 ~1# kubectl apply
http://k8s-yaml.od.com/dashboard/dashboard_1.10.1/rbac.yaml
[root@hdss7-21 ~1# kubectl apply
http://k8s-yaml.od.com/dashboard/dashboard_1.10.1/deployment.yaml
[root@hdss7-21 ~1# kubectl apply
http://k8s-yaml.od.com/dashboard/dashboard_1.10.1/service.yaml|
[root@hdss7-21 ~1# kubectl apply

http://k8s-yaml.od.com/dashboard/dashboard 1.10.1/ingress.yaml

3. Bic B DNS f#&#r


http://k8s-yaml.od.com/dashboard/dashboard_1.10.1/ingress.yaml

| [root@hdss7-11 ~]# vim /var/named/od.com.zone
$0RIGIN od.com.

$TTL 608 ; 18 minutes
@ IN SOA dns.od.com. dnsadmin.od.com. (
2820811383 ; serial
12388 ; refresh (3 hours)
gee ; retry (15 minutes)
684800 ; expire (1 week)
36400 ;3 minimum (1 day)
)
NS dns.od.com.

$TTL 66 ; 1 minute

dns A 19.4.7.11
i harbor A 18.4.7.200
k8s-yaml A 10.4.7.200
5 traefik A 19.4.7.1@
dashboard A 18.4.7.1@

[root@hdss7-11 ~]# systemctl restart named.service

4. %% SSLiE+H

[root@hdss7-200 ~J# cd /opt/certs/

[root@hdss7-200 certs]# (umask 077; openssl genrsa —out
dashboard. od. com. key 2048)

[root@hdss7-200 certs]# openssl req —new —key dashboard. od. com. key
—out dashboard. od. com. csr —subj
” /CN=dashboard. od. com/C=CN/ST=BJ/L=Bei jing/0=01dboyEdu/0U=0ps”

[root@hdss7-200 certs]# openssl x509 -req —in dashboard. od. com. csr
—CA ca. pem —CAkey ca—key. pem —CAcreateserial —out dashboard. od. com. crt
—days 3650

[root@hdss7-200 certs]# 11 dashboard. od. com. *

-rw—r——r—— 1 root root 1196 Jan 29 20:52 dashboard. od. com. crt

-rw—r——r—— 1 root root 1005 Jan 29 20:51 dashboard. od. com. csr

—rw——————— 1 root root 1675 Jan 29 20:51 dashboard. od. com. key

[root@hdss7-200 certs]# scp dashboard. od. com. key
dashboard. od. com. crt hdss7-11:/etc/nginx/certs/

[root@hdss7-200 certs]# scp dashboard. od. com. key

dashboard. od. com. crt hdss7-12:/etc/nginx/certs/

5. it B Nginx



# hdss7-11#hdss7- 1280 E B 1{E
[root@hdss7-11 ~1# wim /etc/nginx/conf.d/dashborad. conf
server {

lizten 8@;

server_name dashboard.od.com;

rewrite ~(.*)% https://${server_name}$1l permanent;

server |
lizten 443 ss1;

server_name dashboard.od.com;

ssl certificate "certs/dashboard.od.com.crt”™;

ssl certificate_key "certs/dashboard.od.com.key"”;
ssl_session_cache shared:55L:1m;

55l session timeout 1@m;

ssl_ciphers HIGH:!aMNULL: !MD5;

ssl_prefer server_ciphers on;

location / {
proxy_pass http://default backend traefik;
proxy set header Host $http_ host;

proxy_set header x-forwarded-for $proxy_add x forwarded for;

¥

[root@hdss7-11 ~]# nginx -t && nginx -s reload

A FE5 | hps//dashboard od com/£!/login A m

Kubernetes {{3&Hz

@ Kibeconhig
AT A AR R RS kubeconfig WCFF, GENEACIITT ST IO, TRE SR TINE
BB kubeconfig J{ERIES

O »m
TSNS - RETEREFIEESN. HAEMEEER, WINENL T, THESRFiInE
RENEREEESTES

6. Wik token B [

[root@hdss7-21 ~]# kubectl get secret -n kube-system|grep
kubernetes-dashboard-token
[root@hdss7-21 ~]# kubectl describe secret

kubernetes-dashboard-token-hr5rj -n kube-system|grep ~token



Kubernetes {¥3#R

) Hubecont
T DR RO kubeconfig M8, ST =T ERRHTRO—T, TRRES LT UNG
EEMENER] kubeconfig W{HINES

® o
BT ESGERA AT AR, BRCNENES, RIS, TRES2THE
EEEFIER S E e

{FEdashboardiiservice accountiitokeniilis Sig

6. 7F k8s HF & redash
6.1 HI1E docker E1{&

1. BIERKHERR

mkdir /opt/img_builder && cd /opt/img_builder

2. mREHRR

git clone https://github.com/dazdata/redash.qit

3. Build &%

cd redash && docker build run -t harbor.dazdata.com/public/redash:v1 .
4. Push $21%% harbor B E

docker push harbor.dazdata.com/redash:vl

5. M dockerhub $7BX pgsql 1 redis $&#, F#E%EZF| harbor

docker pull postgersgl: 9.6-alpine

docker pull redis: 5.0-alpine
docker tag harbor.dazdata.com/public/postgresql:9.6-alpine
docker tag harbor.dazdata.com/public/redis:5.0-alpine

6.2 H&K k8s FIEALE R

1. Postgresql BWIFEFHE

E WA AMAERIEAEE] posql, ERMIREFTERRIMERER, TIAEA nfs HH
ceph EM & F1E

® Pv

[root@manager21 yaml]# cat postgres-pv.yaml

apiVersion: v1

kind: PersistentVolume


https://github.com/dazdata/redash.git

apiVersion: v1
metadata:
name: postgres-claimO
namespace: dazdata
labels:
type: local
spec:
storageClassName: manual
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/data/pods/redash/postgres-data”

® Pvc
[root@manager21 yaml]# cat postgres-pvc.yaml
apiVersion: v1
kind: PersistentVolumeClaim
metadata:
labels:
io.kompose.service: postgres-claim0
name: postgres-claimO
namespace: dazdata
spec:
storageClassName: manual
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

[ ) Dp
[root@manager2l1 yaml]# cat postgres-deployment.yaml
apiVersion: extensions/vlbetal
kind: Deployment
metadata:

labels:

io.kompose.service: postgres

name: postgres

namespace: dazdata
spec:

replicas: 1



strategy:
type: Recreate
template:
metadata:
labels:
io.kompose.service: postgres
spec:
containers:
- env:
- name: POSTGRES_PASSWORD
value: E2DHh1ZrbNeAciyV0sf6AjJ70OkeaBTP]
- name: PYTHONUNBUFFERED
value: "0"
- name: REDASH_COOKIE_SECRET
value: yKCscHTaWKIDzoFFwg2zZRZvKZChiUbO
- name: REDASH_DATABASE_URL
value:
postgresql://postgres:E2DHh1ZrbNeAciyV0sf6AjJ70OkeaBTPI@postgres/postgres
- name: REDASH_LOG_LEVEL
value: INFO
- name: REDASH_REDIS_URL
value: redis://redis:6379/0
- name: REDASH_SECRET_KEY
value: XUXC57MgLISMLoDNmEciPdgP9pYJs2EH
image: harbor.dazdata.com/public/postgres:9.6-alpine
name: postgres
resources: {}
volumeMounts:
- mountPath: /var/lib/postgresqgl/data
name: postgres-claimO
restartPolicy: Always
volumes:
- name: postgres-claim0
persistentVolumeClaim:
claimName: postgres-claimO

® Svc
[root@manager2l1 yaml]# cat postgres-service.yaml
apiVersion: v1
kind: Service
metadata:
labels:
io.kompose.service: postgres



name: postgres

namespace: dazdata
Spec:

clusterIP: None

selector:

io.kompose.service: postgres

status:

loadBalancer: {}

2.Redis BIREIEH

[ ) Dp
[root@manager21 yaml]# cat redis-deployment.yaml
apiVersion: extensions/vlbetal
kind: Deployment
metadata:
labels:
io.kompose.service: redis
name: redis
namespace: dazdata
spec:
replicas: 1
strategy: {}
template:
metadata:
labels:
io.kompose.service: redis
spec:
containers:
- image: harbor.dazdata.com/public/redis:5.0-alpine
name: redis
resources: {}
restartPolicy: Always

® Svc
[root@manager21 yaml]# cat redis-service.yaml
apiVersion: vl
kind: Service
metadata:

labels:

io.kompose.service: redis
name: redis
namespace: dazdata



Spec:
clusterIP: None
selector:
io.kompose.service: redis
status:
loadBalancer: {}

3. Redash-server B JE B

[ ) Dp
[root@manager2l yaml]# cat server-deployment.yaml
apiVersion: extensions/vlbetal
kind: Deployment
metadata:
labels:
io.kompose.service: server
name: server
namespace: dazdata
spec:
replicas: 1
strategy: {}
template:
metadata:
labels:
io.kompose.service: server
spec:
containers:
- args:
- server
env:
- name: POSTGRES_PASSWORD
value: E2DHh1ZrbNeAciyV0sf6AjJ7OkeaBTP]
- name: PYTHONUNBUFFERED
value: "0"
- name: REDASH_COOKIE_SECRET
value: yKCscHTaWKIDzoFFwg2zZRZvKZChiUbO
- name: REDASH_DATABASE_URL
value:
postgresql://postgres:E2DHh1ZrbNeAciyV0sf6AjJ70OkeaBTPI@postgres/postgres
- name: REDASH_LOG_LEVEL
value: INFO
- name: REDASH_REDIS_URL
value: redis://redis:6379/0



- name: REDASH_SECRET_KEY
value: XUXC57MgLISMLoDNmEciPdgP9pYJs2EH
- name: REDASH_WEB_WORKERS
value: "4"
image: harbor.dazdata.com/public/redash:vl
name: server
ports:
- containerPort: 5000
resources: {}
restartPolicy: Always

® Svc
[root@manager2l yaml]# cat server-service.yaml
apiVersion: v1
kind: Service
metadata:
labels:
io.kompose.service: server
name: server
namespace: dazdata
spec:
ports:
- name: "5000"
port: 5000
targetPort: 5000
selector:
io.kompose.service: server

® [ngress
[root@manager21 yaml]# cat ingress.yaml|
apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: server
namespace: dazdata
annotations:
kubernetes.io/ingress.class: traefik
spec:
rules:
- host: redash.dazhi.com
http:
paths:



- backend:
serviceName: server
servicePort: 5000

4. Redash-scheduler ¥ JE & H

[ ) Dp
[root@manager2l yaml]# cat scheduler-deployment.yaml
apiVersion: extensions/vlbetal
kind: Deployment
metadata:
labels:
io.kompose.service: scheduler
name: scheduler
namespace: dazdata
spec:
replicas: 1
strategy: {}
template:
metadata:
labels:
io.kompose.service: scheduler
spec:
containers:
- args:
- scheduler
env:
- name: POSTGRES_PASSWORD
value: E2DHh1ZrbNeAciyV0sf6AjJ70keaBTP]
- name: PYTHONUNBUFFERED
value: "0"
- name: QUEUES
value: celery
- name: REDASH_COOKIE_SECRET
value: yKCscHTaWKIDzoFFwg2zZRZvKZChiUbO
- name: REDASH_DATABASE_URL
value:
postgresql://postgres:E2DHh1ZrbNeAciyV0sf6AjJ70OkeaBTPI@postgres/postgres
- name: REDASH_LOG_LEVEL
value: INFO
- name: REDASH_REDIS_URL
value: redis://redis:6379/0
- name: REDASH_SECRET_KEY



value: XUXC57MgLISMLoDNmEciPdgP9pYJs2EH
- name: WORKERS_COUNT
value: "1"
image: harbor.dazdata.com/public/redash:vl
name: scheduler
resources: {}
restartPolicy: Always

® Svc
[root@manager2l1 yaml]# cat scheduler-service.yaml
apiVersion: v1
kind: Service
metadata:
creationTimestamp: null
labels:
io.kompose.service: scheduler
name: scheduler
namespace: dazdata
spec:
clusterlP: None
selector:
io.kompose.service: scheduler
status:
loadBalancer: {}

5. Redash—worker % & B

[ ) Dp
[root@manager2l1 yaml]# cat worker-deployment.yaml
apiVersion: extensions/vlbetal
kind: Deployment
metadata:
labels:
io.kompose.service: scheduled-worker
name: scheduled-worker
namespace: dazdata
spec:
replicas: 1
strategy: {}
template:
metadata:
labels:
io.kompose.service: scheduled-worker



spec:
containers:
- args:
- worker
env:
- name: POSTGRES_PASSWORD
value: E2DHh1ZrbNeAciyV0sf6AjJ70keaBTP]
- name: PYTHONUNBUFFERED
value: "0"
- name: QUEUES
value: scheduled_queries,schemas
- name: REDASH_COOKIE_SECRET
value: yKCscHTaWKIDzoFFwg2zZRZvKZChiUbO
- name: REDASH_DATABASE_URL
value:
postgresql://postgres:E2DHh1ZrbNeAciyV0sf6AjJ70OkeaBTPI@postgres/postgres
- name: REDASH_LOG_LEVEL
value: INFO
- name: REDASH_REDIS_URL
value: redis://redis:6379/0
- name: REDASH_SECRET_KEY
value: XUXC57MgLISMLoDNmEciPdgP9pYJs2EH
- name: WORKERS_COUNT
value: "1"
image: harbor.dazdata.com/public/redash:vl
name: scheduled-worker
resources: {}
restartPolicy: Always

® Svc
[root@manager21 yaml]# cat worker-service.yaml
apiVersion: v1
kind: Service
metadata:
labels:
io.kompose.service: scheduled-worker
name: scheduled-worker
namespace: dazdata
Spec:
clusterIP: None
selector:
io.kompose.service: scheduled-worker



7. 32 k8s BIR
7.1 BBEREF RN apply yaml 314

kubectl apply -f postgres-pv.yaml

kubectl apply -f postgres-pvc.yaml

kubectl apply -f postgres-deployment.yaml
kubectl apply -f postgres-service.yaml
kubectl apply -f server-deployment.yaml
kubectl apply -f server-service.yam|

kubectl apply -f ingress.yaml

kubectl apply -f scheduler-deployment.yaml
kubectl apply -f scheduler-service.yaml
kubectl apply -f worker-deployment.yaml
kubectl apply -f worker-service.yaml

NN dns 123% %) dns server, 23R E A ingress BLE R, A iLX A proxyserver B vipo
X SRR iz Th i A it redash

FHE: BEENBER

1. Centos8 % 3% oracle #3ER

1), iTar < =% mysql:
sudo yum install mysq|
2). WIFR AR HEMII:

which mysq|
which mysqgldump

3). ERhFEAN mysql £3E E, IR IZFRE X A AR

5] F (K root & FHAY A F,123456 2 EFE D)

GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY '123456'
WITH GRANT OPTION,;



4). RJEFFE MySQL HIZfEEFKS:
flush privileges;

5). EF{RAY mysql fR%28 ip Hudlk, FKEXE] ip #hit = fF# A centos8 T 17

(root X 3% mysql £ & & [ F 7 %5,123456 X 3k mysql £ ZE & it &
75,192.168.137.1 3k mysql £4EE ip #hil,3306 2ix O, test 23 E)

mysql -u root -p123456 -h 192.168.137.1 -P 3306 -D test

6). &% mysql FIEIRETE redash T EE

1.7f centos8 ip & 7% % mysql-devel:
sudo yum install mysql-devel
2.3# A redash B3 T#47:

source venv/bin/activate
pip3 install mysqlclient

=BT BN E] &l redash 785 2 BEIR 2 @£ F mysql HHERIENMEX

ZEEN ]

MysaL

EERETEmE (550

I o

EERM Y UEE N ERHTEN



2. Centos8 E#E oracle HIBIR

1). B5ch oracle EMTE 3 MLEE

oracle-instantclient11.2-basic-11.2.0.4.0.x86_64.zip
oracle-instantclient11.2-sqlplus-11.2.0.4.0.x86_64.zip
oracle-instantclient11.2-sdk-11.2.0.4.0.x86_64.zip

2). gl#/opt/oracle XXk, TETIXFR

sudo mkdir /opt/oracle
sudo chmod 777 /opt/oracle

¥ iR B ## % £ /opt/oracle/instantclient_ 11 2/30 &£

3). MERARFPLTE, E~lbashrce X b HERFENMNREZTEREEFELE . &

Jetc/profile B E It In L

ORACLE_HOME=/opt/oracle/instantclient_11_2
PATH=$ORACLE_HOME:$PATH
LD_LIBRARY_PATH=$ORACLE_HOME:$LD_LIBRARY_PATH
export TNS_ADMIN=$0ORACLE_HOME/network/admin

export NLS LANG=AMERICAN_AMERICA.AL32UTF8

export ORACLE_HOME PATH LD_LIBRARY_PATH

Be & ST e g, Bl IR IE T 2 4 37 source ~/.bashrc i£F source /etc/profile



4). eIRB¥ERE:

In -f -s /opt/oracle/instantclient_11_2/Icintsh.s0.11.1 /usr/lib/Icintsh.so
In -f -s /opt/oracle/instantclient_11_2/libcintsh.so.11.1 /usr/lib/libcintsh.so

Ubuntu Z2%:sudo apt-get install libaio-dev

Centos8 Z % :sudo yum install libnsl.x86_64

5).[5 Bt 7E A b B E & 24 oracle 9 tnsnames.ora SC4EF listener.ora 3C{4, &

S AT ST ip

6). W% : #1147 sqlplus /nolog E A oracle £ I Connected NI BiIf

:~S$ sglplus fnolog
SQL*Plus: Release 11.2.8.4.0 Production on Sun Aug 2 21:43:12 2020
Copyright (c) 1982, 2013, Oracle. All rights reserved.
S5QL> conn system/Yangyixin520@//192.168.10.1:1521/0RCL

ERROR :
ORA-12541: TNS:no listener

SQL> conn system/Yangyixin520@//192.168.10.1:1521/0RCL

Connected.
sqL> ~[~all

7. % RE WO | RO fT R &K oracle # 3E R pip3 install -

requirements_oracle_ds.txt

8. 7t Redash A ECEHIERINE:



Oracle

"

LETY

me

Dsrms

3. Centos8 Z23xFZE#E mysql EHEE -

1). %% mysql 7 B 7 centos8 B E T M if(0]
LAEGLTHITRE mysql:
sudo yum install mysqg|
2 BB REMIN:
which mysq|
which mysgldump
3B MG mysql £0H8 €32
B R AP IFR
BlF(HH root REFLEY M F,123456 B & FEZ18)
GRANT ALL PRIVILEGES ON *x TO 'root'@'%' IDENTIFIED BY '123456" WITH GRANT
OPTION;
457 A MySQL RIZRRE R IKS:
flush privileges;
5.EFIRH mysql BRE=% ip ik 3RERE ip #hilt Z JF# A centos8 Tag R fTHIA:
(root ft3& mysql £03E & % i A 2 4,123456 X3k mysal £ & & i #45,192.168.137.1
3 mysql HEEE ip Hhil,3306 £is O test 2EIEE)
mysql -u root -p123456 -h 192.168.137.1 -P 3306 -D test

2). %% mysql FIEIRTE redash Fo] E i
1.7f centos8 A5 & TR % mysql-devel:
sudo yum install mysql-devel
2.3 N redash B T#iT:
source venv/bin/activate
pip3 install mysqglclient

3) EBEfT5EMBAN ] ERf redash TR EIRFEHIERE mysql BIEFIENHEXSEAD



F1E: IXFEHERE

Redash %3 52 EEZ i localhost:5000 /5 IR #1048 % BT mE, NS I8 M35 AF
CEBERIN:
RedashiJt4i8 B

Welcome to Redash!

sSHEDR, BNy TR BT O

RRERR

(] Wzl (& P, B8 —F

B{ISH

e E, WARREERAAS (TR . B (EXH) . B,
MEBNZFRENT, FERE, BFICEERBD,

EXHANRGRER, HALATHXE, &SRR

Bl EiER X
* g
ES:{) [Ty FERL
Q
E Kibana »
& Kylin »
@ PostgreSQL »
€ Prometheus »
M Redshift »
[R] Rockset » "
EX 8




o] IX 5 F Redash B B H) PostgreSQL 3R EME ASIRRINIAE  BNLE T

ARZ5#%: localhost, ¥mwM: 5432, WP postgres, Ed: RERMATHRAL
W, #IEE postgres, RFMIXZE R, Docker ZE T, RF=:
redash_postgres_1, #mH: 5432, A% postgres, Y. <=>, HIFEE:
postgres, GIE->RF->NMEE,

BHHREFER T —IREt/EEN, [ FE->HESE KE:

fEen 9 ______________________________________________ - o]
€ 2 C O localhost:5000/queries/new - a#x @
isailisihone Q a @ FT praws.v
WE
W THPostgresql salect ® from wser

w3+ B n

msioues
1206200229 12/08/200229 1 Vo sdmin@dudats com $657ouUnds=6560005xCrlbaBr a4k XOSy (QPBFASETYTK]

EENDEEONEENPEEBNEENG
£zg22 39 T9EEEoEESEES

1 HIZA 0F RREE: DI

WERIA B AR, %iTEEs(Countern)K A, B NFRER, HEHITITEL
Yok 7. T—HEREIREKT, B FE->HERT EE, WARKEIK,
RASIERE, EARRIA B AT RS




—MER AT RIS RIRREL KT, HKE, RELIEE Redash 7, &KX

LR REKIFEEET T

foum .

€ 9 C O localhosts000/dashboard/-1 Ha# O
wE v m® v AN “ Q Q 9 = druws v
BE1e omE v on <



i 1: Redash SFiETEEH

=R Ei::pe BIAME
REDASH REDIS URL Redis JEEZ 55 redis://localhost: 6379/0
REDASH PROXIES COUNT 1
REDASH_STATSD HOST KA M 127.0.0.1
REDASH STATSD PORT PRAS WS 2 v 11 8125
REDASH STATSD PREFIX K& WS BRI redash
REDASH STATSD USE TAGS REEH StatsD Fabs AR false
(InfluxDB %30
REDASH DATABASE_URL & postgresql:///postgres kI | postgresql:///postgres 3
DATABASE_URL ME linux AREE TIUYET linux AT,
postgresql AR BRAA postgres L
REDASH QUERY RESULTS CLEANUP E | /&7 HZNEKA 145 Bk true
NABLED
REDASH_QUERY RESULTS_CLEANUP C | HZENHKLIRHE (4« G&W | 100
OUNT ORI IZHCER B 3TERR

Redash & AR EHIREH 24551
£, FFIRPAT sql TERE

REDASH QUERY RESULTS CLEANUP M | EZNEKIE FIR (). il R | 7

AX_AGE SEZIME

REDASH SCHEMAS REFRESH SCHEDUL | FilHr iR yie 451 (R 7B | 30

E AEED BgiE (U5 pn)

REDASH_AUTH TYPE redash #2 s AU api_key
REDASH ENFORCE_HTTPS s https false
REDASH_INVITATION TOKEN MAX AG | 3&iFfHEMEER L m: # | 60_60_24*7
E

REDASH MULTI ORG ZH P EE false

REDASH GOOGLE_CLIENT ID # 5 google Jik

REDASH GOOGLE_CLIENT SECRET H 5% google i

REDASH REMOTE USER LOGIN ENABL | RVFEfeF false

ED

REDASH_REMOTE_USER_HEADER LB FIER LB L X-Forwarded-Remote-User
REDASH LDAP LOGIN ENABLED VF LDAP &35 false

REDASH LDAP URL LDAP % none

REDASH LDAP BIND DN LDAP 4§ 5E t5k 44 none

REDASH LDAP BIND DN PASSWORD LDAP 4 5E 245,

REDASH LDAP DISPLAY NAME KEY LDAP 7R &K displayName

REDASH LDAP EMATL KEY LDAP 44 mail




B Ei::po RiAME
REDASH LDAP CUSTOM USERNAME PR | LDAP Fi /P & HIER LDAP/AD/SSO username:
OMPT
REDASH LDAP SEARCH TEMPLATE LDAP 8 Z Fiki (cn=%(username)s)
REDASH LDAP SEARCH DN LDAP #2144 REDASHSEARCHDN
REDASH_STATIC_ASSETS_PATH BRI IR AL B ../client/dist/

REDASH JOB EXPIRY TIME

U ZIE=REIERE R It P

3600 * 12

REDASH COOKIE SECRET

Cookie 15 B & =4

c292a0a3aa32397cdb050e23
3733900f

REDASH LOG LEVEL H &0 INFO
REDASH MAIL SERVER IS i 55 s i localhost
REDASH MATIL_PORT IS A1 R 55 i 11 25
REDASH MATIL USE TLS #1425 % 05 F TLS false
REDASH MATL USE SSL IS 5% %% 5 A SSL false
REDASH MAIL USERNAME IS i 55 2 FH P 44 None
REDASH MATI, PASSWORD IS R 55 4 2 T None
REDASH MATIL DEFAULT SENDER WS A AR 55 2 BRAA A N None
REDASH MATI, MAX EMATLS IS e 55 4 B K IR A None
REDASH MAIL ASCII ATTACHMENTS 31 AR 2% 2% ASCIT P false

REDASH HOST

Redash Server it

REDASH ALERTS DEFAULT MAIL SUB
JECT TEMPLATE

T A S MR 22 RBUER SRR

({state}) {alert_name}

REDASH THROTTLE LOGIN PATTERN | ZEFAFvKRHI 50/hour
REDASH LIMITER STORAGE REDIS_URL
REDASH CORS ACCESS CONTROL ALL | E&{R AR

OW_ORIGIN

REDASH CORS ACCESS CONTROL ALL | ES#if RTHEIEH false
OW_CREDENTIALS

REDASH CORS ACCESS CONTROL REQ | fu¥F#EilifRIsHY GET, POST, PUT
UEST METHOD

REDASH CORS ACCESS CONTROL ALL | EE#iERLER Content-Type

OW_ HEADERS

REDASH ENABLED QUERY RUNNERS

SCVF BRI B B IR A AT R

"o

," join(defaultqueryrunners)

REDASH ADDITIONAL QUERY RUNNER
S

B n B U W AT RE

REDASH DISABLED QUERY RUNNERS

AR IR IR AT R

REDASH ADHOC QUERY TIME LIMIT

ADHOC A iff i Ja] B 1

None

REDASH ENABLED DESTINATIONS

no s

,"join(default_destinations)

REDASH ADDITIONAL DESTINATIONS

REDASH EVENT REPORTING WEBHOOKS




B Ei::pey BRIME
REDASH SENTRY DSN Sentry H{FH &
REDASH ALLOW SCRIPTS IN USER I | FFMaANZERIHIA false

NPUT

REDASH DASHBOARD REFRESH INTER
VALS

Fic B AT FH R R R A (RD)

“60,300,600,1800,3600,43200
,86400"

REDASH QUERY REFRESH INTERVALS

Fic B AT P A TR (7))

“60,300,600,900,1800,3600,7

200,10800,14400,18000,2160
0,25200,28800,32400,36000,3
9600,43200,86400,604800,12

09600,2592000"
REDASH PASSWORD LOGIN ENABLED | fu¥ffl /&%y & true
REDASH SAML METADATA URL
REDASH SAML ENTITY ID
REDASH SAML NAMEID FORMAT
REDASH DATE FORMAT BRI I DD/ MM/ YY
REDASH JWT LOGIN ENABLED &
REDASH JWT AUTH ISSUER
REDASH JWT AUTH PUBLIC CERTS U
RL
REDASH JWT AUTH AUDIENCE
REDASH JWT AUTH ALGORITHMS HS256, RS256, ES256
REDASH JWT AUTH COOKIE NAME
REDASH JWT AUTH HEADER NAME
REDASH FEATURE SHOW QUERY RESU | HE/RE#H4RIEE true
LTS COUNT
REDASH VERSION CHECK TN true
REDASH FEATURE DISABLE REFRESH | ZZF]ZmIHr false
_QUERIES
REDASH FEATURE SHOW PERMISSION | /R4 [RBAZH false
S CONTROL
REDASH FEATURE ALLOW CUSTOM JS | foifH & X AT#ifkR false
_VISUALIZATIONS
REDASH FEATURE DUMB RECENTS false
REDASH FEATURE AUTO PUBLISH NA | iS4 J5 H2h KA true
MED QUERIES
REDASH BIGQUERY HTTP TIMEOUT B EEGEE (7)) 600
REDASH SCHEMA RUN TABLE SIZE C | R&EMBRILEH False
ALCULATIONS
REDASH WEB WORKERS BRI Worker jEfE 5 4




BiffF 2: MITFIRARA B 4wk AR

FERAREFNTELE, BREEAZFMW, BRTHREHEE .

RN BRANTEFNF LRI EREFEH#HTESTR HEAFEEZHTT npm run
build,

HEER

1. FrERpkm b iR EE e

FHEREEE —EBAZNHAGEHR MREETFELEEFTHITHE, EENT
2 BREEREICREA. THIHARH redash MR ABIEEERHE.
&=
CREATE TABLE public.enums (

id serial,

org_id integer default O,

code character varying(100) NOT NULL,

name character varying(255) NOT NULL,

is_builtin boolean default false,

items json[] DEFAULT '{}":;json[]

ALTER TABLE public.enums

ADD CONSTRAINT enums_pkey PRIMARY KEY(id);

CREATE unique INDEX enums_org_code ON public.enums USING btree (org_id,code);
ALTER TABLE public.enums OWNER TO redash;

Zanrs

CREATE TABLE public.dashboard_groups (
id serial,

dashboard_id integer NOT NULL,
group_id integer NOT NULL

);

ALTER TABLE ONLY public.dashboard_groups ADD CONSTRAINT dashboard_groups_pkey
PRIMARY KEY (id);

ALTER TABLE ONLY public.dashboard_groups ADD CONSTRAINT
dashboard_groups_dashboard_id_fkey = FOREIGN  KEY (dashboard_id) REFERENCES
public.dashboards(id);

ALTER TABLE ONLY public.dashboard_groups ADD CONSTRAINT
dashboard_groups_group_id_fkey FOREIGN KEY (group_id) REFERENCES public.groups(id);
CREATE UNIQUE INDEX dashboard_groups_dashboard_group ON public.dashboard_groups
USING btree (dashboard_id, group_id);

ALTER TABLE public.dashboard_groups OWNER TO redash;



CREATE TABLE public.portal (
id serial,
org_id integer default 0,
code character varying(100) NOT NULL,
name character varying(255) NOT NULL,
is_builtin boolean default false,
items json[] DEFAULT '{}":;json[]

ALTER TABLE public.portal ADD CONSTRAINT portal_pkey PRIMARY KEY(id);
CREATE unique INDEX portal_org_code ON public.portal USING btree (org_id,code);
ALTER TABLE public.portal OWNER TO redash;

/ITRR
ALTER TABLE public.users add column mobile character varying(15);
CREATE UNIQUE INDEX users_org_id_mobile ON public.users USING btree (org_id, mobile);

2. BREUEEICX
MRRIBHAGRE, W=, —EBABEEN S BRI

delete from enums;
delete from portal;
delete from dashboard_groups;

delete from data_source_groups;
delete from groups;

delete from events;
delete from changes;
delete from widgets;
delete from dashboards;
delete from visualizations;
delete from queries;
delete from api_keys;
delete from users;

delete from query_results;
delete from data_sources;
delete from organizations;

delete from query_snippets;
delete from notification_destinations;
delete from favorites;



delete from alert_subscriptions;

delete from alerts;
delete from alembic_version;
delete from access_permissions;

3. LE W AR AR

HENFFR R A~/ % %5 B % /client/dist X3, & HI5 M AT imFT € /5 B9 X £ dist
B EBERT ., AR HF 251 APl fRE 23 ERB]7E localhost:5000, INERANZIZENIAE
B, NEESFRNAZ AT EMITE,

4. REBWIRER

B kR /Eim B 3E web server [Fik. worker. scheduler =fy B E, —fRIERX=F
N ARG EHEREE.

S MBR TR AR T i~/ % % B 5% /redash/ XX 3k, EFIRVARAMIZXHE A ERIT,
1\ R A R uim BP0 S Arso BEXHER, ARGEBNEXHE, FEEASFRNEZR
PNBRRREFFTERIRS RS Linux REBRFIRAES .

3T Excel #§F, BHELEJLY python ik#E, # 1 requirements_excel.txt X4 FE
~/REBF/, W

source venv/bin/activate

pip install -r requirements_excel.txt

deactivate

5. ECE B ARIF O IE

B ARA T TIERIRENSZYIEES . BEEERELS. RAAPKENKAREHE
ZRRITEL RN, FEFTIENASETRTXEEAHER, HRXLEEREFREZR
AT, PERBFTIE . RIKBFTIENE VARG Rz tT, BRI RRAREINGE.
1) BT TIEPE:

e /etc/profile X RERMAELE:

export REDASH_DAZ_COMMON="1t4b i A4 BT "
export REDASH_DAZ DATE="{¥ F &1 B &}"
QRFIFBEFEEEN

source /etc/profile
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Bif 1 3: 5 ML AR EC B 3 B #5115 (9]

1. EHT Widget #+1 Portal &4

Readsh HA W 14 M, NP ik ukhiE R thi& (CSRF), Redash B[] iframe
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